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INTRODUCED BY COUNCILMEMBER [IF APPLICABLE]

‘ RES‘OLUTION, APPROVING THE OAKLAND POLICE DEPARTMENT (OPD)
BODY-WORN CAMERA (BWC) SURVEILLANCE USE POLICY AND
SURVEILLANCE IMPACT REPORT

WHEREAS, OPD first developed General Order (DGO) I:15 “BWC Program” to set
forth Departmental policy and procedures for the BWC system; and

WHEREAS, OPD has adopted BWC technology because of its usefulness in capturing
audio/video evidence and enhancing the Department’s ability to conduct criminal investigations,
administrative investigations, and review of police procedures and tactics; and

WHEREAS, OPD requires that sworn officers utilize BWCs to document the actions
during field operations, and seeks to balance the benefits provided by digital documentation with
the privacy rights of individuals who may be recorded during the course of legal and procedurally
just public interactions; and

‘ WHEREAS, Oakland’s Surveillance Ordinance No.13489 C.M.S., adopted by the City
Council on May 15, 2018 adds Chapter 9.64 to the Oakland Municipal Code (OMC) covering
policy areas related to surveillance technology; and

WHEREAS, OMC 9.64. 030(1)(C) C requires City Council approval for new and
existing surveillance technology; and -

WHEREAS, OMC Section 9.64.020(2) requires that prior to seeking City Council
approval for existing city surveillance technology under Section 9.64.030, City staff shall
submit a surveillance impact report (“Impact Report”) and surveillance use policy (“Use
Policy”) to the Privacy Advisory Commission (PAC) for its review at a regularly noticed
meeting; and

WHEREAS, OPD staff presented DGO 1:15 BWC Program Use Policy and BWC
Impact Report to the PAC at their September 2, 2021 meeting; and
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WHEREAS, the Use Policy covers several relevant areas required by the
Surveillance Ordinance, including the following areas: Technology Description,
- Authorized Use, Use Restrictions, Data Access, Data Collection and Retention, and
Security, Monitoring and Reporting, and System Training; and

WHEREAS, the Impact Report covers the following areas as required by the
Surveillance Ordinance: Information describing the system and how it works, Purpose of
the technology, Locations where, and situations in which the technology may be used
(along with area crime data), Privacy Impact of the technology, Mitigations to prevent
privacy impacts, Data Types-and Sources, Data Security, Costs, Third Party Dependence,
Alternatives Considered, and Track Record of Other Entities; and

WHEREAS, at the September 2, 2021 PAC meeting, after another robust
discussion between PAC commissioners and OPD staff, the PAC voted unanimously to
recommend that the City Council approve OPD’s DGO I-15 BWC Use Policy and BWC
Impact Report, with the following amendments: record when requesting that a person
consent to a search, change the default 30 second silent buffer where BWCs are
~ continuously recording to a 2-minute buffer, and with audio recording during the buffer
(current default is no audio during continuous buffer), add required verbal consent to use
BWC when officers take a statement from members of the public, and clarify in the
. “Training Section” of the Use Policy that training, “for those who are assigned a BWC,
and training regarding the process for uploading and downloading BWC data,” will be for
the BWC Use Policy in particular; therefore be it

RESOLVED: That City Council does hereby approx)e the OPD BWC Impact
Report as provided in Attachment A to the report accompanying this resolution; and be it

FURTHER RESOLVED: That City Council does hereby accept but not adopt
- the OPD DGO I:15 BWC Use Policy as provided in Attachment B to the report
accompanying this resolution; and be it
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FURTHER RESOLVED: That pursuant to OMC Section 9.64.030(2)(B), for the
reasons provided herein and.in the agenda report and surveillance impact report
accompanying this resolution, the City Council finds that the benefits to the community
of the surveillance technology outweigh the costs (cost benefit determination), that the
proposal will safeguard civil liberties and civil rights, and that, no alternative with a
lesser economic cost or impact on civil rights or civil liberties would be as effective; and
so authorizes the City Administrator or designee’s acquisition and use of BWCs.

IN COUNCIL, OAKLAND, CALIFORNIA, SEP 31 202
PASSED BY THE FOLLOWING VOTE:
AYES - FIFE, GALLO: KALB, KAPLAN, REID, TAYLOR, THAO AND PRESIDENT FORTUNATO BAS — 5/

ABSENT - ]2}
ASHA REE

ABSTENTION /@
City Clerk and Clerk otthe Council

of the City of Oakland, California
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| OAKLAND POLICE DEPARTMENT

Surveillance Impact Report:
-Body-Worn Cameras

A.  Description: Information describing Body Worn C. (B WC) and how they Work,’

Manual). The BWC has an “on” and “of
during authorized and required uses.:

to record only
officers are to -

completion of the objective, tk s to the primary recording
location as soon as practical. :

The BWC records V|deo footag ' id- internal storage unit
when in recordi 5
unit capable of

Axon has de
: unholstered e

an activate BWCs when firearms are

yate his/her BWC; this technology is

ess his/her firearm may not leave time
provides “Axon Signal Video?,”
bles with the BWCs. OPD can configure

e siren will activate the BWC — whether
their BWC. These systems help officers focus-on
pmpliance with BWC activation policies.

as identified on-time activations of BWCs as critical to
complying INegotiated Settlement Agreement (NSA)* related to use-

of-force task

The new Axon pr Iso utilizes “Evidence.com,” Axon’s secure cloud-based
video storage syste vidence.com is fully compliant with the Criminal Justice
Information Services (CJIS) security standard. The system manages all digital
evidence in a single location, including a much more efficient video analysis and
secure sharing system — which will save the OPD hundreds if not thousands of

hours annually of staff time. Currently, staff need to download footage to a DVD for
each case that is charged by a District Attorney(DA)'s Office (sometimes this current
process requires overtime for urgent cases). Evidence.com allows OPD to share a

! https://www.axon.com/products/axon-signal-sidearm

2 https://global.axon.com/products/signal-vehicle

3 https://www.oaklandca. gov/resources/opd -independent- monltorlng -team-imt-monthly-reports-2

* More information about the NSA can be found here: https://www.oaklandca.gov/resources/oakland-police-
negotiated-settlement-agreement-nsa-reports. An NSA Status Update Report is scheduled to the September 14;
2021 Public Safety Committee
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link to specific footage with the District Attorney and Public Defender, or private
attorney for the case. This streamlined internet-based data sharing system will result
in a significant staff-time savings, which will allow staff to focus on other important
pro;ects Other highlights of Evidence.com include:

e - Transitioning of OPDs 10+ years of eX|st|ng BWC data to a new platform (OPD
needs to maintain its current data and integrate with a new platform for seamless
search across past and future audio/video data. OPD has approximately 500
terabytes of existing audio video data from its use of BWCs — on both on-premises
servers as well as with VIEVU-cloud BWC data storage. The Axon contract will allow
OPD to migrate all this data onto the Evidence.com platform to have a continuous
storage of all data on one platform.

* New OPD BWC audio/video footage storage

e 3rd party evidence — in the case where OP
case file (e.g., video from community memg§

0 édd other video sources to a

cameras).

e Automated, advanced redaction an dbi i vanced feature is
important for the efficiency of staffg i more manual
processes

» Integration and auto-tagging with OP AD) and
Records Management S E orized and
retained. Automated tag cers when they must annotate
BWC video after events .

e Direct link connection to t st Attorney’s Office — makes

nt, saving personnel time

evidence sharing for prosec
: e relevant BWC footage

gfrust, transparency, and accountability
ks OPD officers to document interactions

gations. OPD continues to work with Stanford University
ng BWC video as a training tool, leading to

groundbreaking’ in police-community interactions.

BWCs offer the potential to increase accountability, reduce complaints, and increase
trust between the police and the public. OPD has been a national leader in the
evolution of BWC use among police agencies over the past ten plus years. The City
of Oakland has garnered national attention for OPDs model program.

BWGCs offer the potential for increased accountability and community trust through
better transparency, corroborating of evidence, and training opportunities to advance
professionalism among law enforcement personnel. The use of BWCs has also
increased the percentage of community complaints with resolutions. Figure 1 below
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illustrates the decrease in “Not Sustamed fmdings in community complaints
between 2010-2020.

Figure 1: “Not Sustained” Findings from OPD Community Complaints — 201 0-
2020
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OPD’s Internal Affairs Division (IA) investlgtes all ,cmplaints received from the:
public. Complaints can relate to several categories of policing (e.g., observed
conduct towards others, performance of duty, or officer demeanor or conduct).

: fficient evidence to determine that the
mtion of law and/or Oakland Police

occur. This fi finding also applies when mdmduals named in
nvolved in the aIIeged act.

whether or ed conduct occurred.  °,
C. Location: The Locations and situations in which BWC Technology may be deployed or
utilized.

Officers may use BWCs anywhere where officers have jurisdiction to operate as
sworn officers; however, there are specific prohibitions that preclude officers from
using the cameras in certain situations. DGO I-15, part A.3 “Specific Prohlbltlons
explains that:

Members shall not intentionally use the BWC recording functions to record any
personal conversation of, or between, another member without the recorded
member’s knowledge.
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Members shall not intentionally use the BWC to record at Department facilities where
a reasonable expectation of privacy exists (e.g., bathrooms, locker rooms, showers)
unless there is a legal right to record-and a Departmental requirement to record.

D. Privacy Impact: How is the BWC Surveillance Use Policy Adequateé in Protecting Civil
Rights and Liberties and whether BWCs are used or deployed, intentionally or
inadvertently, in a manner that is discriminatory, viewpoint-based, or biased via algorithm.

' BWC technology provides video and audio documentation of policing activity in addition
to the recollection and oral and written statements of o rs, victims, and witnesses.
BWCs provide OPD with an important tool to promo onnel accountability as well
as policing transparency. Many community mem tipport BWC usage because of
the common understanding that the accountabj d from BWC-use promotes high
quality procedurally just policing. \

OPD recognizes that the use of BWC te
especially regarding the retention of vi , Bscountability tool

also captures members of the public d i i he uses of the
footage by the Department and City. Fo i
BWC technology can capture

personal lives (such as whent : bsidence for a call of a domestic
violence incident). People als ! ‘"pbut being recorded while

sonnel may only use
describes how BWCs will

vity in which a video file was
henever authorized personnel log into
Jow” access requirement (in Section E.5 “Prohibited

~OPD BWC policy provides several mitigations which limit the use of this audio and video
technology. Firstly, OPD Department General Order (DGO) |-15: Body Worn Camera
Program follows many of the recommendations set forth in Callfornla Penal Code
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The OPD information Technolog
WC data files

Unit is desiriat as the Custodiah of Record for all

‘OPD BWC Policy requires that all serg
and incidents involving Use of Force, &
policy-compliance during these reviews.

is section also explains that
Department facilities where a
pcker rooms, showers)

personnel may not intentionally
reasonable expectation of privacy.
unless there is g
rules serve tg

DGO I-15 Set % will produce an annual report for the PAC and
' ort will provide numerous metrics related to

terviews with victims and witnesses
® public privacy. DGO 15 provides that
g contact with victims and witnesses to possible sexual

d Scheduled

ative investigation;

Research;

Civil litigation;

Training; énd/or

o oA W N

Review and possible release pursuant to Public Records Request
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¢ A report, investigation or findings of an incident involving the dlscharge of a firearm
at a person by a peace officer or a custodial office

e A report, investigation or findings of an incident in which the use of force by a peace
officer or a custodial officer against a person results in death or great bodily injury.

« Records relating to an incident in which a sustained finding was made by any law
enforcement agency or oversight agency that a peace officer or custodial officer
engaged in sexual assault involving a member of the public; and

e Records relating to an incident in which a sustained finding was made by any law
enforcement agency or oversight agency of dishonesty by a peace officer or
custodial officer directly relating to the reporting, investigation, or prosecution of a
crime, or directly relating to the reporting of, or investigation of misconduct by,
another peace officer or custodial officer, including but not limited to, any sustained
finding of perjury, false statements, filing false reports, destruction of evidence or
falsifying or concealing of evidence. '

This law also restricts BWC data redactio

e - Personal information; and
» Information to preserve the anonymit

DGO 15; BWC files are revie
statutes, and Departmental

rdance with federaf, state, local
LIC RECORDS ACCESS

ind sources of data fo be collected, analyzed,
y, including “open source” data, scores, reports,
additional information derived therefrom.

BWCs record dig files. BWC video may contain images and voice
recordings of mem¥ f the public who have been stopped by officers during
regular police operations; videos may also contain images and voice recordings of
individuals such as witnesses, victims of crimes and/or individuals being asked to
provide information to officers related to criminal activity or suspected criminal
activity. Videos may also contain information and voice recordings related to any
activity where OPD personnel are requwed to activate BWCs as descrlbed above in
Section #2 “Proposed Purpose.”

Information about the steps that will be taken to ensure that adequate
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security measures are used to safeguard the data collected or generated by the technology
~ from unauthorized access or disclosure.

The current and planned future BWCs and cloud platform data mange met system
allow for controls for how files are uploaded and archived. The c¢urrent VIEVU
system provides restriction controls that limit BWC video file access to only
authorized OPD personnel. OPD historically used an “on-premises” server back-up
system to maintain all BWC video files; OPD has since switched to a cloud-based
system -with VIEVU. OPD will switch to the Axon ewdence com cloud storage
solution.

Evidence.com is‘a modern BWC data management

m. The system offers
many data security protocols such as: o

e Authentication

o Customizable password length
Customizable failed login limi
Enforced session timeout
Mandatory challenge questi
Multi-factor authentication optio
administrative acti i
Restrict access to’
locations)
» Authorization and Permis
o Granular ple

. sword requirements
ockout dura '

hen authentlcatm new locations

o 0O O O

o

evidence .
~o Encryption
o Data Encryption in Transit:
»  FIPS 140-2 validated: Axon Cryptographic Module (cert #2878)
= TLS 1.2 implementation with 256 bit connectlon RSA 2048 bit key,
Perfect Forward Secrecy
o Evidence Data Encryption at Rest:
= - CJIS Compliant, NSA Suite B 256 bit AES encryption

These policies help to ensure that OPD BWC video footage remains well secured on
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BWCs and OPD and/or Axon servers; all video footage is the property of OPD and
OPD does not share video footage with other organizations. Axon BWCs encrypt
vided data both within the BWC as weII as in the cloud based storage system for
data security.

2 The fiscal costs for the surveillance technology, lnclud/ng initial purchase,
personnel and other ongomg costs, and any current or potential sources of funding.

The table below outlines the annual combined cost for the BWCs as weli as Axon
electronic control weapons (ECW), and evidence.com age system each year
($1,604,550) as well as the separate annual cost for Aterview room cameras
and integration with evidence.com ($33,955). A sig nt part of this contract is for
the ECWSs; however, Axon is offering the combj cts as a package price.

evidence.com cloud storage system serve data needs as well as
the ECW and interview room camera d ckage does include
discounts that make obtaining both o )¢ more affordable
for the City. 1

Year

2022
2023
2024
2025
2026
Total

intenance of BWC technology will require
: ,ed or stored by a third-party vendor on an

r for data storage and management. OPD =
BWCs and is reliant upon the Axon-purchased VIEVU
- for BWC maintenance and data storage. Historically,
police agencig store BWC data on standard computer servers.
However, conte atforms provide video character tagging and search

Axon was a bidder in OPD’s 2016 BWC

Request for Proposal process. Previously, only Axon and VIEVU could provide the
integrated BWC and integrated video evidence storage systems needed by large
modern police agencies. In 2018, Axon purchased VIEVU from Safariland, its
former corporate owner. Axon is now the global eadern BWC technology and
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Office) as described in Section A above. These technologies promise to provide
much greater efficiency to OPD and free staff from many hours of manual data
tagging, downloading, and data sharing tasks. Therefore, OPD is recommending a
new contract for Axon for BWC, tasers, and the BWC / taser evidence.com data
management system.

J.  Alternatives Considered: A summary of all altemative methods considered in-lieu of
BWC, including the costs and benefits associated with each alternat/ve and an explanat/on :
of the reasons why each alternative is inadequate

d using standard data

aggregation systems. These methods will ) |
investigative tools that will be suppleme document police
activity. '

BWC technology provides video and a
addition to the oral and written statement
Alternatives to the use of B
only, and/or not utilizing B
.changes. Another alternative
memory and simply not have a
Staff does not recommend such :

ities: A summary of the experience (if any) other entities,

es, have had with the proposed technology, including, if

ation about the effectiveness of the proposed fechnology in
ach/evmg its stak pise in other jurisdictions, and any known adverse information
about the techno #such as unanticipated costs, failures, or civil rights and civil liberties
abuses).

Many departments have developed thelr own usage poI|C|es which
may include standards for required officer use, supervisory review, storage and data
retention standards, and internal and public access.
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A report for the U.S. Bureau of Justice Administration® cites a 2013 Rialto, CA study that
showed that the use of BWCs led to a 59 percent decrease in UOF and an 87.5 percent
decrease in citizen complaints. Likewise, the Mesa, AZ report noted in “Impact” Section

above also points to large decreases in UOF and citizen complaints.

The 2017 Police Body Worn Cameras: A Policy Scorecard® provides an analysis of how
scores of different police agencies have employed BWCs through the following metrics:
s Is the policy available for the public?

e Limits on officer discretion for when to recor

establish “policies and procedures to add i _ oading and
storage data recorded by a by icer®, Fhese were
based on best practices, ant
establishing policies and proc i MiEntation and operation of a body-
worn camera system, law enfor i ments, or entities shall consider
the following best i ing* torage of body-worn

5 https://www.bja.gov/bwc/pdfs/14-005_Report BODY_WORN_CAMERAS.pdf - pages 6-8
6 https://www.bwcscorecard.org/

10
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DEPARTMENTAL GENERAL ORDER Attachment B

I-15: BODY WORN CAMERA PROGRAM

Effective Date: XX MMM YY
Coordinator: Information Technology Unit

OPD strives to use technology that promotes accountability and transparency. OPD uses a
Body Worn Camera (BWC) system to document the actions of sworn members during
field operations. OPD seeks to balance the benefits provided by digital documentation
with the privacy rights of individuals who may be recorded durlng the course of legal and
procedurally just public interactions.

The intent of this policy is to set forth Departmental policy and procedures for the BWC
system. OPD has adopted BWC technology because of its usefulness in capturing
audio/video evidence and enhancing the Department’s ability to conduct criminal
investigations, administrative investigations, and review of police procedures and tactics.

A. GENERAL PROVISIONS
- A-1. Assignment of BWCs

All members in an assignment with primarily field-based responsibilities, as
determined by the Chief of Police (COP), shall be assigned a BWC for the
duration of the assignment. Other members, as determined by the COP, may
also be assigned a BWC.

A -2. General Provisions
The following provisions apply to the BWC program at all times:

1. All members assigned a BWC shall carry and use the BWC in
accordance with the provisions of this order.

2. All BWC files are the property of the Oakland Police Department

3. The OPD Information Technology Unit is designated as the
Custodian of Record for all BWC data files.

A - 3. Specific Prohibitions
Members shall follow the expressed prohibitions regarding the BWC system:

1. Unauthorized use, duplication, editing, and/or d1str1but10n of BWC
' files is prohibited.

2. Members shall not delete any BWC file, except as specified in this
policy.

3. ‘Members shall not remove, dismantle or tamper with any
hardware/software component or part of the BWC.

4, Members are prohibited from wearing or using personally owned
video recording devices in place of or in conjunction with an
assigned BWC.

Page 1 of 14
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5. Members shall not intentionally use the BWC recording functions
to record any personal conversation of, or between, another
member without the recorded member’s knowledge.

6. Members shall not intentionally use the BWC to record at
Department facilities where a reasonable expectation of privacy
exists (e.g., bathrooms, locker rooms, showers) unless there is a
legal right to record and a Departmental requirement to record.

B. USE OF BWC BY ASSIGNED USERS

B-1.

BWC .Placement

The position of the BWC when activated by OPD members may impact the
clarity and sound of video files and could limit the quality of video and audio
collected. Members shall position and securely attach the BWC to the front of
their uniform or uniform equipment, as the primary recordmg location, to
facilitate recording.

The BWC may be temporarily moved from the primary location to facilitate
recording in furtherance of a police objective. Upon completion of the
objective, the BWC shall be returned to the primary recordlng location as
soon as practical.

. Function Check and Sfandby Mode Prior to Shift

Members utilizing a BWC shall test the equipment and place the BWC in -
stand-by mode so that the camera’s buffer function is activated prior to every
shift. :

If a member’s camera is not functional, or breaks during the shift, members
shall — absent exigent circumstances — turn in the non-functional camera,
notify their supervisor, and be assigned a new camera by a supervisor or
authorized user as soon as possible. '

. Battery Maintenance
‘Members shall ensure their BWC battery is fully charged at the beginning of

their shift.

. Required Activation

Activation is turning the audio and visual recording of the BWC on.
Activation saves a 12036 second audio and video-enly clip tre-audie} of what
the camera captured prior to activation.

‘Members assigned a BWC shall activate it pr1ort participating in any of the

following circumstances:

1. Contacts with a person to confirm or dispel a suspicion that the
person may be involved in criminal activity as a suspect

2. Detentions and arrests

Page 2 of 14
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8:9.

Assessment or evaluation for a psychiatric detention pursuant to
Welfare and Institutions Code § 5150

Engaging i in or trailing a vehicle pursuit as defined in DGO J -04},‘
Pursuit Driving

Serving a search or arrest warrant
Conducting any search of a person or property

Transporting any detained or arrested person (members working as
the prisoner wagon transport officer may deactivate their BWC
during transport if they are transporting persons in the separate
prisoner wagon compartment).

Incidents where a department member is involved in a vehicle
collision while utilizing a department vehicle, the member is
wearing a BWC, and it is-practical and safe to do so.

Requesting that a person consent to a search.

B - 5. Deactivation of the BWC

Once activated pursuant to B-4, members shall not deactivate their BWC until
one of the following occurs:

1.

Their involvement in the contact, detentlon search, or arrest has ~
concluded

The contact, detention, or arrest becomes a hospital guard

They receive an order from a highcr-ranking member

They are discussing administrative, tactical, or law enforcement

sensitive information away from non-law enforcement personnel

They are at a location where they are not likely to have interaction
or a chance encounter with the suspect (e.g. outer perimeter post,
traffic control post, etc.)

‘They reasonably believe the recording at a hospital may
~ compromise patient confidentiality

A pursuit has been terminated and the member performs the
required terminating action as specified in DGO J-04 or notifies
the Communications Division that they are back in service (909)

They are interviewing a prospective informant for the purpose of
gathering intelligence. At the conclusion of the interview, the
BWC shall be re-activated until no longer required by policy

They are meeting with an undercover officer. At the conclusion of
the interview, the BWC shall be re-activated until no longer
required by policy.

Page 3 of 14
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B-9.

If circumstances arise requiring re-activation members shall re-activate
pursuant to B-4, above.

. When BWC Activation is Not Required

BWC activation is not required under any of the following circumstances:

Members taking a report when available information indicates the suspect -
is not on scene

During any meetings with a Confidential Informant as defined in DGO O-
04, Informants ' '

Members on a guard assignment at a police, medical, psychiatric, jail, or
detention facility. Members shall assess the circumstances (e.g. suspect’s
demeanor/actions, spontaneous statements, etc.) of each guard assignment,
on a continuing basis, to determine whether to discretionarily activate or
de-activate their BWC.

. Recording Statements with BWC

Members are authorized to use the BWC to record statements in lieu of a
written statement. BWC statements shall not be used to record statements
from child abuse or sexual assault victims.

Members taking BWC statements shall follow the BWC statement guide set
forth in Report Writing Manual S-01.

Members shall request verbal consent to record statements with BWCs, ans
record the verbal request.

. BWC Use Documentation

Members are required to document all activations of their BWC, except for
tests or accidental recordings. Documentation shall be made in at least one of
the following reports, as appropriate:

1. - Crime Report ,
2. _ Consolidated Arrest Report or Juvenile Record-
3. Field Interview Report

4, CAD notes, or
5. Use of Force Report.

Delayed or non-activations of the BWC, when activation was required by
policy, shall be documented in the appropriate report and reported to the
member’s supervisor. ' ‘ '

Data Upload

Page 4 of 14
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‘Members shall upload BWC data files (videos) at the end of and, if needed,

during their shift to ensure storage capacity is not exceeded.

. Annotation of BWC Files

All members shall annotate BWC data files (videos) daily, or, if not feasible,
by the end of the member’s next regularly scheduled workday. The following
information shall be annotated on every BWC data file:

Report number associated with the incident recorded; or

Incident number (if there is no report number associated with the incident
being recorded)

The type of incident (e.g., car stop, use of force, arrest, etc.) using the
appropriate drop-down or select field. '

If neither report number nor incident number exists, members shall write a
brief description of the incident in the “comments” field.

Members are authorized to view their video in order to identify the file for
annotation unless otherwise prohibited by policy.

During incidents that require exceptional resources or large-scale activation of
Department members (e.g. natural disaster), the incident commander may
approve delayed annotation of BWC files except in cases that require an
investigative call-out. The incident commander shall document any such
orders in the appropriate after-action report.

. Discretionary Activation and De-Activation

Members may use their own discretion when deciding to activate or de-
activate their BWC when not required to activate or prohibited from activation
as described above. '

C. VIEWING OF BWC FILES .
C - 1. User Review of Their Own BWC Files

C-2.
1.

Members are authorized to review their own BWC recordings to properly
identify the data files, refresh their memory regarding an incident, or any other
work-related purpose, unless otherwise prohibited by policy. '

Personnel viewing any video file shall document the reason for access in the
“Comments” field of each video file viewed. The entry shall be made either
prior to viewing the video or immediately after viewing the video.

When Members are Prohibited from Reviewihg BWC Files

Members designated as involved in a Level 1 Investigation.

Members who are involved in a Level 1 Investigétion, as determined by
the BOI Deputy Chief or designee, are prohibited from reviewing their
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C-4.

BWC files until the Level 1 investigator allows the review pursuant to
~section D-7.

* Criminal Investigation of a Member.

~ Personnel who are the subject of a criminal investigation may not view
~ any audio/video recordings related to the incident except upon approval,
as specified below, by the CID or IAD Commander.

Administrative Investigation of a Member.

Personnel having received notification (Complaint Notification Report
[CNR]) from the IAD and who are considered to be a subject or witness
officer, may not view any audio/video recordings related to the incident
except upon approval, as specified below, by the IAD Commander.

. Supervisor and Command Viewing of Subordinate BWC Files N

Supervisors and commanders are authorized to review their own BWC video
files, all video files of their subordinates and, as necessary to complete
required duties, any associated video files of non-subordinate members, unless
otherwise prohibited by policy. '

Review of BWC Files by Criminal Investigation Personnel

Personnel assigned to CID or other investigatory units are authorized to view
any BWC video file associated to their active investigations, unless otherwise
prohibited by policy.

Investigators conducting criminal investigations shall:

Advise the Project Administrator (see G- 1) or a System Administrator (see
G-2) to restrict public disclosure of the BWC file in crlmmal
' 1nvest1gat10ns as necessary;

Review the file to determine whether the BWC file is of evidentiary value
and process it in accordance with established protocols; and

Notify the System Administrator to remove the access restriction when the
criminal investigation is closed.

. Use of BWC Files for Training

Training staff is authorized to view BWC files regarding incidents which may

_serve as learning or teaching tool. A BWC file may be utilized as a training.

tool for individuals, specific units, or the Department as a whole. A
recommendation to utilize a BWC file for such purpose may come from any
source.
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A person recommending utilizing a BWC file for training purposes shall’
* submit the recommendation through the chain-of-command to the Training
Section Commander.

The Training Section Commander shall review the recommendation and
determine how best to utilize the BWC file considering the identity of the
person(s) involved, sensitivity of the incident, and the benefit of utilizing the
file versus other means.

D. ACCOUNTABILITY AND INTERNAL INVESTIGATION REVIEWS

D - 1. Review Considerations for all Supervisor or Commander Reviews of
BWC '

As set forth in section D of this policy, supervisors and commanders have the
ability to review their subordinates BWC recordings during the course of
normal supervision, and have the obligation to review certain recordings
pertaining to specific events. In addition to required assessments during other -
reviews, all BWC recording reviews by supervisors and commanders shall
follow these guidelines: ‘

1. ‘Supervisor and command review of subordinate BWC recordings shall
include an assessment of:

Officer performance and trainihg needs;

Policy Compliance, including compliance with the
provisions of this policy; and

c. Consistency between written reports and video files.

2. When a member does not activate or de-activate their BWC as required by
policy, supervisors and commanders shall determine if the delayed or non-
activation was reasonable, based upon the circumstances. '

If the supervisor or commander determines that the delay or non-activation
was reasonable, they shall document the justification in the appropriate
report. If no report is generated, this shall be documented in an SNF for
the officer. The supervisor’s commander shall be advised, and their name
noted in the SNF.

3. Supervisors, commanders, and managers who discover Class II
misconduct during the review of BWC video, that does not indicate a
pattern of misconduct, may address the Class I misconduct through non-
disciplinary corrective action. Supervisors shall, at a minimum, document
any Class II violation of this policy in an SNF for the officer.

D - 2. Supervisor Random Ac’cbuntability Review

In addition to other required video recording reviews, all supervisors shall
conduct a random review of at least one BWC recording for each of their
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‘'subordinates on a monthly basis. Supervisors shall ensure that each selected

recording has a minimum length of ten (10) minutes.

. Supervisor Specified Incident Review

In addition to other required video recording reviews, all supervisors shall:

Conduct a review of relevant BWC recordings of the arresting ofﬁcer(s)
- involving:

69 PC (Resist an Officer) 7
b. 148 PC (Resist, Delay, or Obstruct and Officer); and
243(b) or (c) PC (Battery on a Peace/Police Officer)

e

For the above arrests/incidents, supervisors shall at minimum review the
BWC recordings of the arresting officer(s), starting from the officer(s) initial °

interaction with the subject of the arrest.

During incidents involving multiple ofﬁcers, and absent a reported Use of
Force, supervisors are not required to view all of the involved officer’s BWC
recordings where doing so would be redundant.

. Force Investigation Review (Level 2-4 UOF)

When approving or investigating a Use of Force (UOF) categorized under
Level 2 or Level 3, supervisors shall conduct a review of the pertinent section
of BWC recordings for all members Who are witnesses to or mvolved in the
UOF.

When approving or investigating a UOF categorized under Level 4,
supervisors shall conduct a review of the pertinent section of BWC recordings
of the specific member(s) who used force, for the purpose of determining if
the Use of Force was in compliance with department policy.

BWC related to a documented Level 4 Type 32 Use of Force may require
different review than other force types; such review shall be delineated by
Special Order, with the specific order referenced below.

. Vehicle Pursuit Investigation Review

When approving or investigating a Vehicle Pursuit, Supervisors shall conduct
a review of the pertinent section of BWC recordings for all members who
were involved in the pursuit as the primary or secondary unit (at any point
during the pursuit). This review shall include the BWC recordings of members
from the beginning their involvement in the pursuit, until the termmatlon of
their involvement in the pursuit.

For involved members who were riding together in the same vehicle during
the pursuit, the approving or investigating supervisor may review only one
member’s BWC footage if the footage is redundant.
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D-6.

.D-9.

Division-Level Investigation Review

When completing a division-level investigation, the assigned investigator
shall at minimum review BWC footage that is pertinent to the investigation
and which provides evidentiary value or assists in completing the
investigation.

. Level 1 Investigation Review

In the event of a Level 1 investigation, all BWC recordings shall be uploaded

- to the server as soon as practical.

An involved or witness member’s BWC shall be taken from them and secured
by a supervisor, commander or appropriate investigator, as necessary. The = ‘
recordings shall be uploaded by personnel designated by the CID investigator.

After the recordings are uploaded, the CID investigator or designee shall turn
the BWC in to property until the CID and IAD Commander determine it may
be released back to the member. The CID investigator shall ensure the chain
of custody is documented in their report.

- All personnel uploading secured BWCs shall document that fact in their report
and the “Comment” field of each video file they uploaded.

Personnel uploading secured BWC video files shall not view the files unless

authorized by the CID investigator.

No personnel involved in or a witness to the incident may view any
audio/video recordings prior to being interviewed by the appropriate
investigative unit and receiving command approval.

Once a member’s report(s) has been submitted and approved and/or the
member has been interviewed by the appropriate investigator, the investigator
may show the member his/her audio/video. This will occur prior to the
conclusion of the interview process.

Personnel will be given the opportunity to provide additional information to
supplement their statement and may be asked additional questions by the
investigators.

. Command Review

Following the investigation and approval of a Level 2 or Level 3 Use of Force

- by a supervisor, both the investigator’s first level commander and the division

commander shall conduct a review of the pertinent section of BWC recordmgs
for all members who are witnesses to or involved in the UOF.

Auditing and Other Review
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OIG staff (when conducting audits), supervisors, commanders, active FTOs
and the FTO Coordinator are authorized to view BWC files to assist with the
conduct of audits and inspections (OIG) or evaluate the performance of
members subordinate or trainee members, unless otherwise prohibited by
policy.
E. COPYING OF BWC FILES
E - 1. Court and Judicial Proceeding BWC File Copies

" Personnel requiring a copy of BWC audio/video file(s) for court (e.g. for
Traffic court, or a proceeding in a different county) shall contact their first line
supervisor or their designated System Administrator (for non-patrol
assignments). If the first line supervisor is unavailable, personnel shall
contact any System Administrator. Any BWC copies not entered into
evidence shall be returned to the first line supervisor or a System
Administrator for destruction. - : '

CID and other investigative personnel taking a case to the District Attorney
for charging are responsible for obtaining copies of, and/or using the File
Management System’s secure sharing capability to share, all applicable BWC
files for presentation to the DA.

l. Prior to copying the BWC video file, members authorized to make copies
shall document the reason for making the copy and the name of the person -
receiving the copy in the “Comments” field of each video file copied. If
applicable, the name entry shall also include the person’s rank and serial
number.

2. The person receiving the copy shall maintain the copy in a secure location

‘ until it is needed for court or custody is transferred to another person.
Additionally, they shall document, as soon as practical, the name and/or
position of the person receiving the copy in the “Comments” field of each
video file. '

3. The documentation of the chain of custody and responsibility to secure the
copy shall transfer to the person receiving the copy until:

a. The copy is received by'non~Department personnel (e.g.
District Attorney, City Attorney, Court Clerk, etc.);

b. The copy is admitted into evidence; or
c. The copy is returned to a system administrator for
destruction.
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. Public Records Requests for BWC File Copies

Public Records requests shall be accepted and processed, in accordance with
the provisions of federal, state, local statutes and DGO M-09.1, Public
Records Access, and forwarded to the Project Administrator.

Copies of BWC video files for release pursuant to a public records fequest, or
as authorized by the Chief of Police or designee, shall be redacted as required
by prevailing law and Department procedures prior to release.

. Copying BWC Recordings for Reasons other than Court

Members may make copies of BWC recordings to facilitate their review and
accountability authorities and responsibilities, as set forth in Sections C and D
of this order.

Prior to copying the BWC video file, members authorized to make copies
shall document the reason for making the copy and the name of the person

- receiving the copy in the “Comments” field of each video file copied. If

applicable, the name entry shall also include the person’s rank and serial
number. :

Copies of BWC video files for internal use shall be maintained in the
appropriate case file or a secure location. When the copy is no longer needed,
it shall be returned to a system administrator for destruction. The system

- administrator shall make an entry in the “Comments” field of the video file

that the copy was destroyed.

. Prohibited Copies and File Sharing

All personnel are prohibited from the following:

Making unauthorized copies of an original or copied BWC video file;

Giving or showing copies of BWC video files to anyoné without a lawful
right to know and need to know, unless authorized by the Chief of Police;
and ‘

Postihg or having another person post a copied BWC video file on any
social media site or public site, unless authorized by the Chief of Police or
designee.

F. DELETION OF BWC FILES AND AUDIT LOGS

F-1.

Removal Requests for Accidental Recordings

In the event of an unintended or inappropriate activation of the BWC where
the resulting recording is of no investigative or evidentiary value, the
respective member may request that the BWC file be deleted by submitting an
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email request to their first level commander with sufficient information to
locate the BWC file. The first level commander shall approve or deny the
request.

Approved requeSts shall be submitted to the Project Administrator at
BWC(@oaklandca.gov and the Project Administrator or designee will delete
the accidental recordings. '

Data Retention and Scheduled Deletion of Files

BWoC files shall be retained for a period of two years unless it is required for:

A criminal investigation;
An administrative investigation;
Research; '
- Civil litigation;
Training; and/or :
Review and possible release pursuant to Public Records Request.

BWC files that are not flagged for retention for any of the above reasons will
be deleted by the File Management System’s data retention processes upon
expiration of the set retention period, which are set and maintained by the
Project Administrator or designee.

. Access and Deletion Logs

Audit logs of access, review, copying, and deletion of BWC files shall be

retained permanently.

G. ADMINISTRATIVE INFORMATION
G - 1. Project Administrator

The Project Administrator is the commander over the Information Technology
unit unless otherwise designated by the Chief of Police. The Project
Administrator has oversight responsibilities that include, but are not limited
to, the following:

Document and track malfunctions and equipment failures;

Policy and procedure review and evaluation;

Ensure BWC files are secured and retained for the appropriate time period.
Such security shall include FBI Criminal Justice Information Services

(CIIS) compliant safeguards that protect information from unauthorized
. access, including encryption and access control mechanisms.
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4. Ensure BWC files are reviewed and released in accordance with federal,
state, local statutes,’and Depaitmental General Order M-9.1, Public
Records Access;

5. Train the System Administrators to ensure consistency; and

6. Estabhsh policy and procedures for the replacement of non-functioning
BWCs and the check-out of spare BWCs.

7.  The BWC Program Administrator shall provide the Chief of Police,
Privacy Advisory Commission, and Public Safety Committee with an
annual report that contains all components required by the Surveillance
Technology Ordinance, as enshrined in Oakland Municipal Code 9.64.

G -2. System Administrators

1. System Administrators shall be designated by the Bureau Commander for
non-patrol assignments or the CID Commander for CID personnel.

2. All Sergeants of Police assigned to the Bureau of Field Operations are
System Administrators.

3. System Administrator respon51b111tles shall 1nclude but are not limited to,
' the followmg

a. Ensure officers are assigned a fully functional BWC.
Malfunctioning BWCs shall be replaced as soon as practical, in the
manner specified by the Project Administrator;

b. Refresher training for members as needed;

c. Ensuring the return of damaged equipment to the Project
Administrator;

d. Making copies of BWC files for court or other authorlzed
activities;

e. Destruction of copied BWC files not admitted as evidence in court
or no longer needed internally. System Administrators receiving a
video file copy for destruction shall ensure the copy is destroyed
and make an entry in the “Comments” field of the video file that
the copy was destroyed.

G - 3. Training '

The Training Section shall ensure that members receive department-appro_ved
training on this Use Policy as needed for those who are assigned a BWC, and
training regarding the process for uploading and downloading BWC data.

G - 4. Description of the Technology BWCs
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The BWC is a combination camera and microphone that collects audio and
video in a digital format. The camera is worn on the user’s body facing away
from the user in order to get a first person view similar to what the user would
see. The camera system is activated by either a user’s touch or by other
technological means and records audio / video for a time period as defined by
the user. The user then uploads the captured audio / video to a secure storage
facility where it can be reviewed as needed.

G - 5. Description of the Technology BWC File Management System

The BWC system employed by OPD features BWC docking stations and an
internet web interface for controlling how files are uploaded and archived.
The interface allows for Internet Protocol restriction features to control the
locations where the system can be accessed. These restrictions limit BWC
video file access to only authorized OPD personnel. Videos that are tagged for
any reason as part of an investigation are not subject to the automatic deletion
processes regardless of the retention schedule. Axon stores all BWC data in
CJIS compliant cloud storage that utilizes redundancy and encryption to make
~sure evidence is not lost or compromised. The cloud-based server system has -
built-in redundancy with multiple servers to ensure data integrity and CJIS
compliance. ‘

By order of

LeRonne L. Armstrong
Chief of Police : Date Signed:
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