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September 22, 2009 

HONORABLE CITY COUNCIL 
CITY OF OAKLAND 

RE: INFORMATIONAL REPORT TO THE CITY COUNCIL ON THE CITY 
AUDITOR'S WHISTLEBLOWER PROGRAM 

Dear Members of the Council: 

I am pleased to present the Fraud, Waste + Abuse Prevention Program (FW+A) of the 
Office of the City Auditor. One year ago, Councilmember De La Fuente, Councilmember 
Kemighan and I presented a request to the full City Council to fund a formal 
"Whistleblower Program." The backing of the elected leadership of the City sent a strong 
message to the public and the employees - that no matter what differences we may have, 
when it comes to creating a transparent, accountable government steeped in ethics - we 
are standing up for our city together, to combat fraud, waste and abuse. 

Since September 2008, when the Council passed the resolution to fiind the Whistleblower 
program, recently renamed the "Fraud, Waste -I- Abuse Prevention Program", many steps 
needed to occur to implement a solid program with policies, procedures and standards in 
place. The attached presentation outlines those steps. The Program was designed to 
conform to United States Government Accountability Office (GAO) Government 
Auditing Standards, Certified Fraud Examiners standards as well as general best 
practices. Specific highlights of the Program's essential components are: 

Confldentiality: 
On January 1, 2009 the Whistleblower Protection Act (AB2001) sponsored by the City 
Auditor went into effect as state law. This law allows the identity of whistleblowers to 
remain confidential, therefore reducing the necessity to make anonymous claims. 

Protection from Retaliation: 
Oakland Whistleblower Protection Ordinance (Oakland Municipal Code Chapter 2.38) 
enacted in September 2009 protects all city government employees who act as 
Whistleblowers from retaliation through the establishment of an administrative process 
that includes investigations by the City Auditor. 
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Confidential Reporting: 
One of the nationally recognized leaders in the industry, EthicsPoint, was contracted in 
December 2008 to provide a secure hotline and website that allows individuals to make 
reports anonymously to a live operator or complete an online form 24 hours a day/7days 
a week. Reports are transmitted to the City Auditor via a secure network. 

Professional, Competent Staff: 
In April 2009, Sharon Ball was selected as the FW-̂ A Prevention Program Manager. 
Sharon has more than 35 years of auditing, investigation and program management 
experience in both the public and private sector. She was formerly an auditor for the U.S. 
Government Accountability Office and is currently in the process of becoming a Certified 
Fraud Examiner (CFE). 

It is important to recognize the City's leadership for having the foresight to put in place a 
Program that provides a safe place for employees to voice their concerns of potential 
wrongdoing. The mere existence of a hotline serves to not only detect and disclose — but 
to deter acts of fraud, waste and abuse. And in our post-ENRON world, hotlines are 
becoming the norm, not the exception. In fact, the Sarbanes-Oxley (SOX) Act of 2002 
forever changed the way that public companies approached fraud, waste and abuse. One 
SOX requirement is for all public companies to implement a formal reporting 
mechanism, such as a hotline, to receive reports of fraudulent and inappropriate activity. 
The City now stands in good company - with thousands or organizations world-wide 
working to implement effective systems of anti-fraud controls. 

In closing, the Office of the City Auditor is mounting a public outreach campaign as our 
next step in preventing fraud, waste and abuse. In the next several weeks, posters will be 
distributed and a public service announcement will run on KTOP. The outreach campaign 
is a critical component to ensure employees and the public know how to safely report 
incidents of fraud, waste and abuse. I encourage each Councilmember to reach out to 
your constituents in your newsletters, websites and public forums to inform them of the 
Fraud, Waste + Abuse Prevention Program. Together with the Fraud, Waste + Abuse 
Prevention Program, we are standing up to protect our City, empower our 
employees and reassure our citizens. 

Respectfully submitted, 

COURTNEY A. RUB 
City Auditor 
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FW+A Prevention Program 

State Law & Local Ordinance 

Municipal Whistleblower Protection Act 
- Protects the identity of employees and citizens who report 

violations 
- Mandates the confidentiality of the process - the reporter, 

the investigation and the results 

Oakland Whistleblower Ordinance 
- Prohibits retaliation against employees who act in good 

faith as whistleblowers 
- Provides an administrative complaint process for ./ 

employees ••:• n 
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FW+A Prevention Prog 
Objectives 

Identify and stop losses of city resources and act as a deterrent 
to fraud, waste and abuse 

Provide a safe method for employees and the public to report 
suspected fraud, waste and abuse 

Protect employees from retaliation 

Ensure transparency, accountability and integrity in Oakland's 
government i . ;:•; 
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FW+A gram 
Annual Approved Funding 

a Program Administration $34,500 

13 ln\«stigations $195,500 

n Hotline $10,000 

D Outreach Campaign $10,000 

FY 2008-2009 
Used as of 6/30/09 
FY 2009-10 Carry Forward 

$250,000 
$39,500 

$210,500 
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NOTE: On September 16'^ 2008, the Oakland City Council passed Resolution #81551 authorizing a total'pf ; ; (̂  
$500,000 for Fiscal Years 2008-09 and 2009-10. In June 2009, the City Auditor requested that theunspeht funds^of ~^ 
$210,500 be carried forward. ^ 



FW+A Prevention Program 
STATS 

ACFE 2008 Report to the Nation 
found tips are the most effective 
means of detecting fraud. In the 
Government sector 50% of the 
known frauds were detected 
initially through tips. 

Source of Oakland FWi-A Reports 
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The ACFE Report also documented 
58% of tips originate from employees 
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^ The Association of Certified Fraud Examiners' Report to the Nation is considered the most 
authoritative statistical resource available on occupational fraud 
2 Other = not submitted through the Hotline Hotline = EthicsPoint 
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FW#A Program 
STATS 

Occupational Fraud Scheme!in Government and Public Administration (106 cas^^^ 12 

Corruption 
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''The lumof petcenuges In ihls ctutx exceeds ioo pef cent because several c«ses involved muluple schemes from mow ttuit oneaiegory: 

SOURCE: AFCE 2008 Report to the Nation 



Confidential, Safe & Accessible 
What to Report: 

• Theft of City resources 

• Record falsification 

• Intentional misuse of City property or 
equipment 

• Payroll or timekeeping fraud 

• Kickbacks or bribes 

• Gross disregard of policy and procedural 
controls 

• Contractor fraud 

• Utilizing City property for personal use 

• Gross mismanagement of resources 

• Accounting irregularities 

What NOI to Report: 

• Complaints regarding discrimination 

• Employee grievances 

•City campaign and lobbying violations 

Conflict of Interest issues 

Welfare fraud 

Medi-Cal Fraud 



FW+A Prevention Program 
Confidential, Safe & Accessible 

The City Auditor has contracted with EthicsPoint, an 
independent vendor, to provide a secure server and trained 
intake specialists 

EthicsPoint can be accessed by telephone or the Internet 

- 888-329-6390 
- www.oaklandauditor.com 
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Confidential, Safe & Accessible 
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Oak land Ci ty A u d i t o r 
C o u r t n e y A, Ruby 

ABOUT THE OFFlCe ABOUT AUDITOR HLIBIT AUDITS FRAUD. WASTE 8. ABUSE NEWSROOM RESOURCES CONTACT HOME 

DearOak lanae rs . 

I'm proud lo Devour e lecled CitirAuailar, work ing ror and report ing to tne citizens of 
this Criy. I a m commlHoiJ to ensur ing t tansparency, accountaDl l l t fand integrity In the 
service oTOaklana taxpsysrs. 

As the citizen's watcnaoo. my JoD I 
- by asking atralghlTorward questl i 

i to shine a l ight on what 's work ing - and what 's not 
ns about your city government 's performancer 

I'm hers ta be your eyes and ears inside C\tt Hal l , Bui I also need lo hear f rom you. 
P lease uee this webs i te lo commun ica te wl lh our otTlce. share your concerns and tsit 
us what you think. Together w e can make Oakland the best it can be. 

Cour tneyA RuOy, CPA 
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AUDITS n i PROGRESS 

Campa ign Public Financing 
Clly Hir ing pJactlces 
Resident ia l Parking Permits 

SUBMIT A COMPLAniT 

Fraud.UUaLXte+Abuse 
Pvewentlon P rog ram 
3f t h « O a k l a r x l a t y A u d K o r 

H O T I J N E : 8 8 8 - 3 2 9 - « 3 9 0 

Auditor Ruby addressss City Counci l cuts 

I'^b'^Tif^BJ ' I ^jtSB^BSSdiS'S^&aa, ' [ot@3iBlteiiS°(SlBca^«r. ' Et t98?<Sa5Sft̂ »aiiBibnt ^ {^lslsae^(Ssa3fSsso= ^ I g G ) f ' ^ ^ ^ ^ f f l l ^ ^ ^ ' E J ^ oaoBCPO 



FW+A Prevention Program 
Confidential, Safe & Accessible 
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ethics.point 
At le i i t lo t i ! Th is web page Is hosted on an EthicsPoint 

secured server and IG nol pan of the City of Oakland web 
site. 

Report Online 

Report by Phone: 
1-888-329-6390 

El l i l csPo l in Is i io l a a i 1 
e i i i e i g e n c y s e i v l c e . 

Do nol use this site to 
repon events presenting 

an Immediate threat lo life 
OF piooarty. 

Fol low-up on a Report 

HOSTED OH AM . A s e c u P E O o«h i cs .po ln t "SSSvSn 

glS^MS) 
s t o p F r a u d . W a s t e & A b u s e 

H O T L I N E : 888-329-6390 

CHf l 

The Oakland City Auditor needs your help lo ensure accounlabllity. Inlegrili ', fa i rness and 
transparency In City government. All reports can be made conndenllal ly and anonymously. 
Vou also have the choice lo give your n a m e and contact informal ion. You can help by 
reporting examples o l l h e fol lowing: 

< Thslt of C i ty resources 

srdfals i f lcal lor 

intentional m isuse of City property or 
equipment 

payroll or t imekeeping fraud 

Kickbacks or br ibes 

To file a complaint, yoL nay ( 

C ross d isregard of policy and procedural 
conlrois 

Contractor fraud 

Utilizing City properly for personal use 

• OrosE m i s m a n a g e m e n t o l resources 

• Accounting Irregularit ies 

I the HOTLINE or select l hs ' 'R« i>o i tO> i l l i » " link at the left. 

When you call or submi t your information through the webs i te , provide as much detail as 
poss ib le including: who , what, Vit isn, whers , and how. Be as descriptive as possib le: 
include dates, names , location, amounts and w i l n e s s s s . Provide documehla l ion lo 
euPSlanllale your complaint. 

After you comple layour report you wi l l be ass igned a unlaue code called a "report key." 
Write down your report key and paesword and keep them in a safe place. After S-6 bus iness 
days, you are encouraged to use your repon key and password to check your report for 
feedback or quest ions f rom the City Auditor. 

Your report Is I m m e d l a l e t y s e n l t o t h e City Auditor 's Office where we wil l review all reports 
_an(1 jawqj iRR. r j jP^ ig actioti. At,eyeiv,step„,of,trn^,o[9fg,sB,vou,ca'oJisj'asuISSi.lQatja-Ur 

ire.ethicspodnc.com l ^ \ , 
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FW+A Prevention Program 
Confidential, Safe & Accessible 
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FW+A Prevention Program 
Confidential, Safe & Accessible 
EthicsPoint assigns a unique code called a "report key" to the 
reporter 

Reporter uses the report key and password to check their report 
for feedback or questions from the City Auditor 

Reporters are reminded discussion of their complaint with others 
may jeopardize their confidentiality and affect the investigation 

To preserve the confidentiality of the process,; updates, on 
investigations are not provided ' ; -il '' 
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Next Steps 

On-going Commitment of Oakland's leadership 

- Promote the FW+A Prevention Program 

- Ethics Training, including fraud prevention, for elected 
officials and all supervisors under development 

Maintain EthicsPoint platform for confidential, safe and 
accessible reporting process 

FW+A prevention education for all employees 

- Outreach campaign being launched in September 2009 

- "Frequently Asked Questions" on the City Auditor web^site 

Semi-Annual reports to the City Council and the'puMlic 
1 \ 
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