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September 22, 2009

HONORABLE CITY COUNCIL
CITY OF OAKLAND

RE: INFORMATIONAL REPORT TO THE CITY COUNCIL ON THE CITY
AUDITOR'S WHISTLEBLOWER PROGRAM

Dear Members of the Council:

[ am pleased to present the Fraud, Waste + Abuse Prevention Program (FW+A) of the
Office of the City Auditor. One year ago, Councilmember De La Fuente, Councilmember
Kernighan and 1 presented a request to the full City Council to fund a formal
“Whistleblower Program.” The backing of the elected leadership of the City sent a strong
message to the public and the employees — that no matter what differences we may have,
when it comes to creating a transparent, accountable government steeped in ethics — we
are standing up for our city together, to combat fraud, waste and abuse.

Since September 2008, when the Council passed the resolution to fund the Whistleblower
program, recently renamed the “Fraud, Waste + Abuse Prevention Program™, many steps
needed to occur to implement a solid program with policies, procedures and standards in
place. The attached presentation outlines those steps. The Program was designed to
conform to United States Government Accountability Office (GAO) Government
Auditing Standards, Certified Fraud Examiners standards as well as general best
practices. Specific highlights of the Program’s essential components are:

. Confidentiality:
On January 1, 2009 the Whistleblower Protection Act (AB2001) sponsored by the City

Auditor went into effect as state law. This law allows the identity of whistleblowers to
remain confidential, therefore reducing the necessity to make anonymous claims.

. Protection from Retaliation:
Oakland Whistieblower Protection Ordinance (Oakland Municipal Code Chapter 2.38)
enacted in September 2009 protects all city government employees who act as
Whistleblowers from retaliation through the establishment of an administrative process
that includes investigations by the City Auditor.
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. Confidential Reporting:
One of the nationally recognized leaders in the industry, EthicsPoint, was contracted in
December 2008 to provide a secure hotline and website that allows individuals to make
reports anonymously to a live operator or complete an online form 24 hours a day/7days
a week. Reports are transmitted to the City Auditor via a secure network.

] Professional, Competent Staff:
In April 2009, Sharon Ball was selected as the FW+A Prevention Program Manager.
Sharon has more than 35 years of auditing, investigation and program management
experience in both the public and private sector. She was formerly an auditor for the U.S.
Government Accountability Office and is currently in the process of becoming a Certified
Fraud Examiner (CFE).

[t is important to recognize the City’s leadership for having the foresight to put in place a
Program that provides a safe place for employees to voice their concerns of potential
wrongdoing. The mere existence of a hotline serves to not only detect and disclose — but
to deter acts of fraud, waste and abuse. And in our post-ENRON world, hotlines are
becoming the norm, not the exception. In fact, the Sarbanes-Oxley (SOX) Act of 2002
forever changed the way that public companies approached fraud, waste and abuse. One
SOX requirement is for all public companies to implement a formal reporting
mechanism, such as a hotline, to receive reports of fraudulent and inappropriate activity.
The City now stands in good company — with thousands or organizations world-wide
working to implement effective systems of anti-fraud controls.

In closing, the Office of the City Auditor is mounting a public outreach campaign as our
next step in preventing fraud, waste and abuse. In the next several weeks, posters will be
distributed and a public service announcement will run on KTOP. The outreach campaign
is a critical component to ensure employees and the public know how to safely report
incidents of fraud, waste and abuse. I encourage each Councilmember to reach out to
your constituents in your newsletters, websites and public forums to inform them of the
Fraud, Waste + Abuse Prevention Program. Together with the Fraud, Waste + Abuse
Prevention Program, we are standing up to protect our City, empower our
employees and reassure our citizens.

Respectfully submitted,

COURTNEY A. RUBY/, CPA
City Auditor
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FW+A Prevention Program
State Law & Local Ordinance

Municipal Whistleblower Protection Act

— Protects the identity of employees and citizens who report
violations

— Mandates the confidentiality of the process — the reporter,
the investigation and the results

Oakland Whistleblower Ordinance

— Prohibits retaliation against employees who actin good

faith as whistleblowers ,
— Provides an administrative complaint process for I

employees - jf,\\
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FW+A Prevention Program
Objectives

« ldentify and stop losses of city resources and act as a deterrent
to fraud, waste and abuse

« Provide a safe method for employees and the public to report
suspected fraud, waste and abuse

* Protect employees from retaliation

-« Ensure transparency, accountability and |ntegr|ty |n Oakland s
government .
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FW+A Prevention Program
- Time Line

Formal
evaluation
of Outre_ach
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into law hiring Practices on-board to all issue
process Audit areas
begins




FW+A Prevention Program

Annual Approved Funding

@ Program Administration $34,500

_|® Investigations $195,500

B Hotline $10,000

O Outreach Campaign $10,000

FY 2008-2009
Used as of 6/30/09
FY 2009-10 Carry Forward

NOTE: On September 161, 2008, the Oakland City Council passed Resolution #81551 authorlzmg a totéhof i ik
$500,000 for Fiscal Years 2008-09 and 2009-10. In June 2009, the City Auditor requested that the- unspent funds of moms

$210,500 be carried forward.
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FW+A Prevention Program

STATS

Oakland FW+A Reports Received *
ACFE 2008 Report to the Nation o
found tips are the most effective 50 |
means of detecting fraud. In the g 40
Government sector 50% of the =%
. 20
known frauds were detected 2 .
initially through tips. 0 , ‘ i
cYo7 CY08 CY08-Cther CY09- Hotline
Source of Oakland FW+A Reports 2 Time Period
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@ Public The ACFE Report also documented
| i ” P o . . .
cvor | Cvos  Croe.  Cvos. 58% of tips originate from employees
Other  Hetline rone «j) } ~ -
ST & A B :
Time Period | ek L . S
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1 The Association of Certified Fraud Examiners’ Report to the Nation is considered the most i / /" i } f
authoritative statistical resource available on occupational fraud : / f : o L '
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FW+A Prevention Program

STATS

Occupational Fraud Schemes.in Governmient and Public Administration (106 cases) 12
Corruption 1 » : : ] »,’%g‘?é’gﬁ -.gqvernrhent_
; — ‘ : ‘
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& o : ‘ et
S Expense Reimbursement NGEG_—_——————G .5 )
5 I ¥ ] S
‘ ]
& CashonHand B 14.7%
= 3 e e ! i
" Fraudulent Statements N 3.5 [1 i
| T T
‘Cash Larceny NEG—S%.
| Y 1.
Payrall | Yo%
A | S
Register Disbursements W02y
0% 5%’ 10%: 15% 20% 2% (30%

lﬁerc__e_qt of Cases

The sum of percentages In this chan exceeds 100 percent because several cases Involved muttiple schemes from mare than one category,

SOURCE: AFCE 2008 Report to the Nation 7



FW+A Prevention Program

Confidential, Safe & Accessible

|
What to Report: What NOT to Report:

» Theft of City resources

« Complaints regarding discrimination

* Record falsification « Employee grievances

» Intentional misuse of City property or

equipment « City campaign and lobbying violations

» Payroll or timekeeping fraud * Conflict of Interest issues

» Kickbacks or bribes « Welfare fraud
+ Gross disregard of policy and procedural - Medi-Cal Fraud : R
controls ! _

« Contractor fraud

« Utilizing City property for personal use

|
|
|
!
I

» Gross mismanagement of resources

» Accounting irregularities



FW+A Prevention Program
Confidential, Safe & Accessible

The City Auditor has contracted with EthicsPoint, an
independent vendor, to provide a secure server and trained
intake specialists

EthicsPoint can be accessed by telephone or the Internet

— 888-329-6390
— www.oaklandauditor.com
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WA Prevention Pregram
Confidential, Safe & Accessible
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Courtney A. Ruby

ABQUT THE OFFICE ABOUT AUDITOR RUBY AUDITS FRAUD, WASTE & ABUSE NEWS ROOM
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RESOURCES CONTACT HOME

Eatimados amigos  BRBMES
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Dear Daklandars, ESIGIIWFQR EMAL. UPDATES

I'm prouc to be your eleciad City Autditar, working for and reporing Lo the citizans of Emait [ 1 {(eo]

this Crty. | arn commitied to ensuring transparency, accauniability and Int8 gy In the
service of 0akiand laxpayers.

tnunrrs i PROGRESS I

As the citizen's watchdog, My job is to shine a light on what's working - and whar's not

Campalgn Public Financing [
- by asking etraightforward questions about your city governmant's performance. M

City Bliing Praclices

I'm here to he your eyes and ears inslde Cly Hatl, Butl also nead o hear from you. Residantial Parking Perrnlts
Please use this webgile to communic ata with our office, ghare your concermns and talt
us what yau think. Tagether we tan make Oakland the bestit can be.

Esumrr A COMPLANT i ]
Sincaraly,

Couriney A Ruby, CPA

: e
[Frassd, Waste + Abusel
Prevention Progrars
lof the Oaktwnd City Auditor]
T Meazw e K 2.5% Set-Aslde Paiforsnance Anil of the Pullic Parformance Audiz of Gi art HOTLINE: 588 -329-63%0
Parformance fnily Works Agency Adrndntgiration for Maaswm s Y
The performanca auglt addrassing Bead the 500+ page raoorl with more Orant salectian, managament, l i
the City's calculalion of the voiet- than 200 far. monitoring and evaluation neads Auditor Ruby addreseses Clty Council culs ]
Rand www, oakland suditon com
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~W+A Prevention Program
onfidential, Safe & Accessible

F=3 Enter a nams or number

Point - (Z;ly of Qakland - Mozilla
_Ble Edt View Hgtory Bockmarks  Tools  Hel

EERE = b = P mhttns:lrsecure‘BthlcsDDhL:Dm[domunr\fmedla,fen]quleZBUB‘?ﬂndex-html
| e = N oo - e . . o

L3 Most visited K Getting Started 5] Latest Headtnas [ﬁ Customize Links

Aftaitioss® This wab page i8 hosied on an EthicgPolnt
secured server and | nat part of the City of Qalkdand wahb

ethics .Rgm_! s,

e |

1 Report Online

i
Reaport by Phone: FOR QUR up
1888-329-6390 - Stop Fraud. Waste & Abuse :' LU

EthicaPolint Is not a 911 HOTLINE: 888-329-6390
@inal gency service.

Da not uge this site o

Prowvrivthon Progreom
repon events presenting ol e Cuahland Cly Ausiior
an immedtate threat 1o hfe
ar praparty,

The Cakland City Auditor needs your help to ensure accouniability, integrity, fairness and
transparancy in City government. Al reporis can be madse confdantlally and anonymaousty, '

You also have the choice 10 give your name and contact information. You ¢an belp by I
Follow-up on a Report reporting @xamples cf the following: !

Aross disregard of policy and pracedurai
conrois

.

Thef of City resourcas

HOSTED OMN A Record falsification

ethics-point®25gyase)

Contfractor fraud

Intentional misuse of City property or
syulpmant

Utinzing City property for personal use

| = FPayro! orimekeaping fraud

Qress Mismanagarment of resoureas

= Klckbacks ar bribes

Accounting lrregularities

To Tle a complaint, you may call the HOTLINE or selact tha "Repoit Onlhise™ link at tha left.

wWhen you call or subrmit your infarmatian through the website, provide as much detail as
possible including: who, what, whan, whears, and haw. Be as descriptive as possible:
include dates, names, location, amounts and witnesses. Provide documaeantation to
sunsiantiate your complaint.

After you complata your reporiyou will be assigned a unique cods called a "raport key”
wWiite down your report key and paasword and keep therm in a safe place. After 5-6 business
days, you are ancouraged to Use your repont key and password to check your report for
feedback ar questions from the City Auditor.

Your report I3 i(mmadiately sent to the City Auditor's OMce where we will review all reparts
and fake ARRIgRIate achon, M.avary step,oLible ArRcesa You cap ke aasitad hat your




revention Progra

onfidential, Safe & Accessible
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( ‘You are currently in the confidential and secure reporting structure of EthicsPoint, Below are the cholces avatlable to
vou, Please cHCK o the 2ITowW {  +{ ) to solact 1he type of 1ep01T voul would like To make.

wpe nar i N BlhicsFomt Secure 2raa | File a3 Report

Clhty of Qakland

Tha unelhical gystamatic recording and analysis of the business and
financial transactions assoclatad with gansrally accepted accounting
«Zs  Accoantting amd Audithieg Matters  practices. (Examples Include: misstatement of ravenues, misstatament
of expenses, missialement of assels, misapplications af GAAP
principlag, wrongful transachons.)

Cenfidantiality refars to the protection of the Company's and our
customers non-public infarrmation anc use of such Information only for
legitimate business purposes. Misapprapnation refars ta the
unauthorized or improper ute of a third party's intellectual property
tlghts, Including patents, tradaemarks, copyrghts and trade secrats.

Corfideiniatity ond
MiSapps ope katicn

- Rafars to the tachnical, contractual, administrative and physical steps
Data P taken by the Company 10 protecl againsi unauthorized access ta and
. disctosuré of personally iIdamiflable data of employges and customers
and other third partles thal we possess.

Unauthortzad and unlawful clsclosure of corporately owned intefiectual
Dinclosuu e of Conflderrdind pnroperly or lracte secrets, as welt as employee, customer or consumer
bt or zation tnformatlon, markating and other carporate data bases, marketing
nlans, business proposals and siratagles,

To appropriate {as propany entrustied to one’s carey fraudulently to one's
i Embezziement own use. (Examgples Include: bookkeep:ng errors, misapplication of
fundg, and mighandling of cash)

vialation of ahy anvitonmentat lawy, ragulation, corparate policy ar
procedure with respect to the hanoling and cisposal of hazardous
malerlals crthe health and safety of othar Incividuals.

Errvirosamental Protection, Heatth
o Safety Law

Falgification of records conglgls of altaring, fabricating, falsifnng, or
. Falsification of Cotrti acts, forging all ot any pa of a dacument, contract or record Tor the purpass of
- Reporis or Records gaining an advantage, or misrapresent/ng the value of the document,

contract or recorg.

!

Evidence of pargonnal dacizions being basad on cnteria other than an
applicant’s metit or gualifications,

Hiring iregula: Hies

Improper Suppller or Cotti actos Suppller or contractor activity in violation of corporate policies and

act nroceduras; improper supp!ler or contractor select/on based on
i perzonal galn, Impropar negotlislion or diverslon of contract avwards,

Beliznor standard,

Misconduct or Inap opi late Intentional wrongdolng; specificaliy. deliberate violation of & law or |

. Use of Company resourcas or equipmeant without permission for
&r Misuse of Assets or Services Non-buSINass reasons,

The act of steallng; speaciically. tha falonious taking and removing of I

Thent nArsonALacanAfwith ntant b dAncivA IhALiahth L nwnAL AT




FW+A Prevention Program

Confidential, Safe & Accessible
y ]

« EthicsPoint assigns a unique code called a "report key" to the
reporter

« Reporter uses the report key and password to check their report
for feedback or questions from the City Auditor

* Reporters are reminded discussion of their complaint with others
may jeopardize their confidentiality and affect the mvestlgatlon

« To preserve the confldentlallty of the process, updates on,
investigations are not provided . A
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FW+A Prevention Program
Next Steps

N
« On-going Commitment of Oakland’s leadership

— Promote the FW+A Prevention Program

— Ethics Training, including fraud prevention, for elected
officials and all supervisors under development

« Maintain EthicsPoint platform for confidential, safe and
accessible reporting process

- FW+A prevention education for all employees

— Outreach campaign being launched in September 2009

— “Frequently Asked Questions” on the City Auditor WebS|te

« Semi-Annual reports to the City Council and the pu,hc § k@ L
FAd / :
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