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RECOMMENDATION

Staff recommends that Council:

1. Accept this Report and adopt a Resolution: 1) affirming the right to privacy; 2)
establishing the City of Gakland Domain Awareness Center (DAC) privacy and data
retention policy which prescribes the rules for the use, accessing and sharing of DAC
data; establishes oversight, auditing and reporting requirements; and imposes
penalties for violations; and 3) authorizing the DAC to become operational

2. Consider additional policy recommendations which require future Council action
from the DAC Ad Hoc Advisory Committee that will support the policy, assure
ongoing compliance with the policy, establish penalties for violation of the policy,
and potentially extend the components of the Policy to a broader range of City
functions.

EXECUTIVE SUMMARY

The DAC Ad Hoc Advisory Committee developed this Privacy and Data Retention Policy,
hereafter referred to as “the Policy” (Resolution, Attachment A) at Council’s direction contained
in Resolution No. 84869 C.M.S. which stated that “A data retention as well as a privacy policy
shall be developed by the Council Approved Advisory Body prior te the activation of the Port-
only Domain Awareness Center. The attached resolution affirms the City Council’s direction and
adopts the draft Policy as official City Policy.

Staff also requests that Council consider the accompanying recommendations for future council
action from the Ad Hoc Advisory Committee, some of which are outside the authority of the
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Staff also requests that Council consider the accompanying recommendations for future council
action from the Ad Hoc Advisory Committee, some of which are outside the authority of the
Advisory Committee but still relevant to the work of that body. These recommendations either
support the Policy or further its purpose to encompass future City Technology:

1.

Establish a: Standing Privacy Policy Advisory Committee of the City to provide guidance
to the City Council on potential changes to either the DAC or the DAC Privacy and Data
Retention Policy.

Recommend to the City Administrator that a person is designated and shall serve as the
Internal Privacy Officer within the DAC charged with ensuring the DAC Staff are
abiding by the Policy, and that the City Auditor shall serve as the “Compliance Officer”
who is responsible for reviewing the quarterly reports prepated by the Internal Privacy
Officer, and that the Public Ethics Commission shall serve as an OmbBudsman/Advocate
to receive complaints from whistleblowers or the general public and to make policy
recommendations to the Advisory Committee and City Council.

Request the City Administrator or designee prepare an ordinance that makes violation of
the Policy a misdemeanor punishabla by fines and also enforeeable by injured parties
under a private right of action.

Determine that changes must be proposed by/to the Privacy Advisory Committee and
ratified by the City Courncil and that Privacy policy must be reviewed at least every year
by the committee.

Create a Permanent Standing Advisory Committee to examine the City as a whole and
develop an overarching Privacy Policy that would reach beyond the limited scope of the
DAC.

Modify the City’s Whistleblower Ordinance to broaden protections and allow for more
avenues to file a complaint when there is a DAC policy related potential violation.
Consider establishing a Citywide Surveillance Techmology Qrdinance to ullow for
informed public debate and decision making by the City Council regarding privacy and
retention policies for all Surveillance Technologies in the future.

The attached Draft Pelicy is almost completely the product of the Ad Hoc Advisory Committee
with the exception of three modifications that occurred after the last meeting of the committee.
Those modifications are supparted by the City Administrator and are as follows:

On page one, a sentence that stated “Therefore, the DAC and the entirety of this policy
are exclusive to Port areas within Oakland” was ramoved at the request of the Port
because it was duplicative and because there was concern it would confuse the reader to
assume the Policy covered internal Port operations which it does not.

Also on page one, the last sentence of the Policy Purpose Section states,
“Notwithstanding any other language or statement contained herein, this Policy shall be
fimited to the actual activation of the joint City-Port DAC at the EOC located1605
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Martin Luther King Jr. Way, in Oakland, California by City staff whether acting solely
or in conjunction with Port staff. Further this Policy does not prohibit the Port from
monitoring Port properties by using security systems solely operated by the Port and
outside of the City’s control.”

¢ 'This sentence was added to provide clarity for the reader that the DAC is located at the
Emergency Operations Center (EOC) loeated at 1605 Martin Luther King Jr. Way, in
Oakland, California and not at the Port of Oakland. This Policy does not apply to the
Port’s operation of its own security systems that the City has no control over and that are
not housed at the EOC.

o The City Attorney has reviewed the language presented to the City extensively and, to
add clarification, has reeommended that the following paragraph be added to the policy
on page 2 as the last paragraph of the Policy Purpose Section: Notwithstanding the
provisions of this policy, the City the does not waive any right as provided by any
relevant federal, state, or local law including but not limited to the California Public
Records Act and the California Emergency Services Act. Further, the provisions of this
policy do not relieve the City of any existing responsibilities, duties, or obligations as
provided by any Memorandum of Understanding or Agreement for which the City is a
party or any local, state, or federal law. Finally, nothing in this policy is intended to
prohibit the DAC from being used as specified in Section VII B or is intended lo create a
new privacy right for individuals beyond what is protected by the California and United
States Constitutions.

OUTCOME

Adoption of the Policy will satisfy the Council direction provided to staff on March 4, 2014 via
City Council Resolution No. 84869 C.M.S. ensuring the development of a “Privacy and Data
Retention Policy for the Domain Awareness Center (DAC)” before the DAC is made
operational. This policy’s purpose is to protect the Right to Privacy, civil liberties, and freedom
of speech of the general public as well as erect safeguards around any data captured at the DAC
when activated, and to protect against its improper use, distribution, and/or breach.

Adoption of recommendatians 1-4 from the Ad Hoc Advisory Committec above are directly
related to portions of the Policy that cannot be enabled without further Council action including
establishing enforceable consequences for violations of the Policy, establishing a reporting and
auditing framework, and continuing ongoing citizen review.

Adoption of recommendation 1, which would require future Council action, would allow for the
creation of a Standing Advisory Committee to oversee the work of the DAC specifically.
Council would need to direct staff to prepare an Ordinance that delineates the membership and
structure of the Committee per the City Charter, and the membership would not necessarily have
the same members as the current Ad Hoc Committee.
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Adoption of recommendation 5 essentially expands the role of the Standing Committee (in
recommendation 1} beyond the limited focus of the DAC to examine the City as a whole and
provide recommendations to the City Council on a broader array of technology and develop an
overarching Privacy Policy.

Adoption of recommendation 6, which would require future Council action, is to ensure greater
opportunity to report abnses of the DAC Data or Systery however, it is nnt required to make the
Policy functional.

Adoption of recommendation 7, which would require future Council action, is seeking to make
the decision making process regarding Surveillance Technology Citywide more public and
thorough and expands the discussion outside the narrow scope of the DAC. It would serve as an
opportunity to expand the principals of tiie uitached Policy to a wider array of City functions and
establish a more public process by which the decision to use new technology is reached.

BACKGROUND/LEGISLATIVE HISTORY

On March 4, 2014 the City Council adopted Resoiution No. 84869 C.M.S. that stated, “A data
retentian as well as a privacy policy shall be developed by the Council Approved Advisory Body
prior to the activation of the Port-only Domain Awareness Center. Members of the Advisory
Body will be appointed by each member of tiie City Copncil.”

Staff worked directly with the City Council Offices to identify individuals that had an interest in
serving on the Ad Hoc Cominittee with a goal of appointing a balanced group that included
people with expertise in areas such as privacy rights, civil liberties, technology, as well as
individuals who represent Oakland’s neighborhoods and business community.

The DAC Ad Hoc Privacy and Data Retention Advisory Committee conducted its inaugural
meeting on May 1%, 2014. It began its work in an information-gathering stage requesting
information from staff about: data security, information sharing agreements with outside
agencies, situational capabilities and uses of the DAC in its currently proposed form, as well as
further analysis of current data retention policies. While this information gathering occurred, the
committee also defined a set of core principles that the policy needed to include.

In July, the Committee applied its core principals to the draft Privacy Policy Framework that
staff had developed in the winter ef 2013 and began redrafting the policy. The Committee
ultimately met 18 times over six months to produce the final draft Policy (Attachment A) for
Council consideration. The Committee also formulated the aforementioned 6 recommendations
for the City Council to consider that will support the policy in varying ways, and one
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recommendation to further the purpose of the Policy to a broader spectrum of future City
Technology.

Prior Council action did not commit any operational funding to the DAC for any type of staffing
plan. However, the Port of Oakland previously reeeived and acoepted Federal grant funds for the
eventual staffing of the first two years of operation of the DAC as it was originally envisioned as
a joint City-Port project. Port staff has since examined various staffing scenarios, including a no
new City staff option. Based on scope changes to the DAC, including the direction of Council to
implement a Port-only approach, and as a result of on-going discussions with the City, the Port
Board of Commissioners directed staff to request that Port Security Grant Program (Round 13)
funds be reprogrammed to support staffing of existing Port security systems on Port property.

Grant funds will be used to support and manage in-house capabilities at the Port of Oakland has
an affirmative obligation under Federal law to continuously monitor its facilities and its
approaches on land and water. The Port’s Video Monitoring Systems Use Policy will govern use
and access to the system.

The DAC Policy will remain intact. However, the DAC system will not be monitared in a
continuously active state at the Emergency Operations Center (EOC) by either City or Port staff.
Instead, the DAC Policy will only apply if and when the DAC System is activated at the City-
owned facility located at Martin Luther King, Jr. Way for any of the many situations identified in
Section VIII A of the Policy. Due to this change in anticipated operational use, minor editing
changes to the ianguage of the Policy are still 1equired.

ANALYSIS

The creation of the DAC in Oakland, through grant funding from the Department of Homeland
Security at a time when the Federal Government’s efforts at gathering massive amounts of data
about Americans was revealed by Edward Snowden, created a unique local flashpoint in 2013.

This serendipitous moment has allowed for a debate to unfold about how Oakland will protect

people’s civil liberties and personal freedoms in an era of significant expansion of surveillance
technology that is designed to more efficiently protect public safety.

The City Council’s motion to restrict the scope of the DAC in March of 2014 and create an Ad
Hoc Advisory Committee to develop a Privacy and Data Retention Policy has allowed that
discussion to unfold in regard to a very practical application. The committee was given a narrow
task of developing a policy for a specific technology but the committee members remained
conscious throughout the process of the need to be able to apply this policy to a broader array of
technologies both currently as well as into the future with technology that has yet to be
developed.
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Therefore, the committee produced a policy that proactively identifies how the technology can be
used, how it can be modified, who has oversight over the process, and what course of action
should be taken when the policy is violated.

The key points of the Policy include: 1) DataiSharing limitations with outside agencies, 2) Who
has a Need and/or Right to the data, 3) Specifically what uses of the DAC are permissible, 4)
What is considered “Protected Activity,” 5) How oversight and reporting will occur, and 6) What
penalties exists to deter people from vlelating the I’olicy. Although the Policy clearly delineates
these functions, there 1s a need for the City Council to make certain determinations that were
outside the jurisdiction of the Ad Hoc Committee for the Policy to be enabled. Also, the City
Administmtor, Public Ethics Commission, and City Auditor would have to make certain
determimnations for all provisions of the policy to become effective. These are listed below:

1. Establish a Standing Privacy Advisory Committee of the City for the DAC

There are four distinct roles that the Ad Hoc Advisory Committee recommends the City fill

© to ensure a system of checks and balances exists for the DAC to avoid abuses of the system.
The first of which is a Standing Privacy Policy Advisory Committee that wonld provide
guidance to the City Council on potential changes to either the DAC or the DAC Privacy and
Data Retention Policy. This committee would also make assessments of new technology that
could impact the policy, review annual compliance reports, and provide a venue for public
comment. This body’s recommendations would be required before the City Council hears
any potential changes to the DAC.

2. [Identify the Internal Privacy Officer, Compliance Officer, and Ombudsman/Advocate

The three remaining roles that the Ad Hoc Committee recommends the City identify are
recommended as follows:

a. Internal Privacy Officer: the Committee strongly recommends to the City Administrator
that they designate a person to serve as the Internal Privacy Officer within the DAC who
is charged with ensuring the DAC Staff are abiding by the Policy on a day-to-ay basis.
They would be required to check the logs, file reports, and make immediate decisions that
arise that do not allow time for a further review. Because the DAC is housed within the
EOC, The EOC Manager would be the most hikely candidate for this role.

b. Compliance Officer: The City Auditor or their designee should serve as the “Compliance
Officer” who is responsible for reviewing the quarterly reports prepared by the Internal
Privacy Officer and should conduct random audits to ensure the DAC Staff is abiding by
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the Policy. The committee recommends that the Auditor serve in this capacity as it is
synonymous with the Auditor’s role as defined in the City Charter.

c. Ombudsman/Advocate: the Committee recommends that the Public Ethics Commission
should serve as an Ombudsman/Advocate. This is recommended to ensure there is an
entity outside the City’s normal chain-of-command that is both available to receive
complaints from whistleblowers or the general public and also to make policy
recommendations to the Advisory Committee and City Council. Although this role is not
as well fitted as the role the committee identified for the Auditor, it does fit as an outside
body that has a degree of authority outside the typical Political or Administrative City
functions.

3. Request the City Administrator or designee prepare an ordinance that makes violation of
the Policy a misdemeanor punishable by fines as well as a private right of action by the
injured party

The Committee wrote penalties directly into the Policy to ensure DAC staff would understand
the severity of their aetious if they were to misuse the data or technology. The Policy currently
states that violations are considered a misdemeanor punishable by up to one year in jail or a
fine of up to $1000. This language is compatible with the City Charter requirement that
misdemeanor fines are capped at $1000. In order for this provision to be enforceable, an
Ordinance would need to be adopted by the City Council stating so.

The Committee also wanted to acknowledge that when someone’s personally identifiable
information is misused it is an injury that could ultimately prove very costly therefore; the
Committee is recommending that these violations cause the violator to be subject to a Private
Right of Action. ‘

Both of these portions of the Policy would require a meet and canfer with the City’s labor
organizations and this process would need to conclude before the full City Council can adopt
the Policy.

4. Changes to the Policy

Changes must be proposed by staff first to the Privacy Advisory Committee and subsequently
ratified by the City Cauncil or the proposed changes should originate from the Privacy
Advisory Committee and subsequently ratified by the City Council. No changes should be
made without this public review process. The Privacy Policy must be reviewed at least every
year by the committee.
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5. Create a Permanent Standing Advisory Committee

The Committee believes the City should establish a Standing Advisory Committee to examine
the City as a whole and develop an overarching Privacy Policy that would reach beyond the
limited scope of the DAC. This could be the same body as the committee recommended in
section 1 but with a much broader purpose. This could also be the entity that develops a
Citywide Surveillance Technology Ordinance as recommended below in #8. This body should
be sufficiently prepared to consider new technology and compliance with state and federal laws
in the ever changing world of data collection and management.

6. Modification of the City’s Whistleblower Ordinance

The Committee recommends certain modifications to the City’s current Whistleblower
Ordinance (No. 12890 C.M.S.) that would require future Council action and are as follows:

Amend: 2.38.020 “Whistleblower” defined to include any person instead of any officer or
employee reeognizing that retaliation against a contractor or volunteer within the City’s
organization could stifte whistleblowing:

The current definition:

“Whistleblower” is defined as an officer or employee who reports or otherwise brings to
the attention of the City Auditor any information which, if true, would constitute one of
the following: a work-related violation by a City officer or employee of any law or
regulation; fraud, waste or mismanagement of City assets or resources; gross abuse of
authority; a specific and substantial danger to public health or safety due to an act or
omission of a City official or employee; or use of a City office, position or resources for
personal gain.

The recommended change to the definithon:

“Whistleblower” is defined as any person who reports or otherwise brings to the attention
of the City Auditor or Public Ethics Commission any information which, if true, would
constitute one of the following: a work-related violation by a City officer or employee of
any law or regulation; fraud, waste or mismanagement of City assets or resources; gross
abuse of authority; a specific and substantial danger to public health or safety due to an
act or omission of a City official or employee; or use of a City office, position or
resources for personal gain.

The Committee also recommends the following addition to this section:
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Any Whistleblower complaint arising from an act governed by the Domain Awareness
Center (“DAC”) Privacy and Data Retention Policy may be made to the City Auditor, the
Public Ethics Commission, the DAC Privacy Policy Advisory Committee, the DAC
Standing Advisory Committee, the DAC Compliance Officer, or the DAC
Ombudsman/Advocate.

All other Whistleblower complaints shall be made to the City Auditor.

Any Whistleblower complaint made pursuant to this chapter shall be immediately
investigated by the City Auditor or Public Ethics Commission.

This addition would allow for more “doors” through which to file a complaint and draws more
eyes to a problem, especially if an employee or other person was uncomfortable coming
forward to any particular entity listed.

Amend: 2.38.030 Whistleblower identity
Current Language:

To the extent permitted by law, the identity of anyone reporting information to the City
Auditor about an improper government action shall be treated as confidential unless the
employee waives his or her confidentiality in writing.

Proposed Language:

To the exient permitted by law, the identity of the whistleblower shall be treated as
confidential unless the employee waives his or her confidentiality in writing.

This change would simply cleans up the old confidentiality section to be more general to
ensure that anyone’s identify will be protected regardless of what they are reporting and who
they are reporting it to.

The Committee recommends this new section: 2.38.120 Training

All managers, supervisors, and department heads shall undergo periodic training about
whistleblower protections, retaliation, and appropriate methods to address employee
CONcerns.

The Committee feels that there needs to be a training of managers and supervisors within the
City to ensure they are familiar and compliant with the law.
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7. Citywide Surveillance Technology Ordinance

The Committee determined that the City of Oakland currently lacks a process that fully informs
the public and enables the Council to make an informed decision about the proposal, acquisition,
and use of surveillance technologies by City entities. The Committee recommands that the City
Council adopt an ordinance that applies to all City entities and provides for at least the following;

Informed public debate and decisions by the City Council about Surveillance Technolngy
Proposals: Publio notice, distribution of information about the proposal, and public debate prior
fo seeking funding or otherwise moving forward with surveillance technology proposals could
prove critical to avoiding costly and divisive debares in the futare in which the interests of public
safety and protection of grant funding is pitted against the interests of full disclosure and civil
liberties.

The City Council could facilitate this informed public debate, expressly consider costs (both
fiscal and to civil liberties), and determine that surveillance technology is appropriate or not
before moving farward with any proposal.

Privacy and Retention Policies for All Surveillance Technologies: Legally enforceable
Privacy and Retentian Policies with robust civil liberties, civil rights, and oversighr safeguards
similar to the DAC Policy could be considered and approved by the City Council for each
surveillance technology before use.

Ongoing Oversight & Accountability of Its Use: Proper oversight of surveillance technology
use and accountability through annual auditing and public reporting and oversight, by the public
and the City Council could he requiired as it is in the DAC Policy.

If the Council does create a Standing Advisory Committee, the Committee’s charge could be to
begin the process of developing such an ordinance as the first component of its work. This idea is
gaining traction throughout the Bay Area and California as more and more cities are wrestling
with the increased use of new technologies by law enforcement agencies taking place in a new
arena of public policy.

Policymaking bodies have faced challenges keeping up with technological advances that are
often funded by federal grant dollars. Local governing bodies, ih competing for and accepting
grant funding far such technologies, sometimes inadvertently fail to thoroughly and publicly vet
the impacts of purchasing and using such technology. A Citywide Surveillance Ordinance could
remedy this gap and provide the public with a greater sense of security that their privacy interests
are being protected by the City. Throughout the process of developing the DAC Privacy and
Data Retention Policy, the Committee Members maintained an understanding that their work
could be applied to the City as a whole and the vote to make this reeominendatien passed
unanimously.
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PUBLIC OUTREACH/INTEREST

The Ad Hoc Committee was created by Council action due to widespread interest in this issue
and an overwhelming outpouring of public speakers when the Council was considering accepting
Federal grant funds to finance the construction of the DAC. All meetings of the Committee about
the Policy were properly noticed with the City Clerk. Staff also created an email distribution list
so that any interested party received all of the agenda materials at the same time as the
committee members.

COORDINATION

The City Administrator provided direct staff support to the committee and the following
departments also regularly participated and assisted in the preparation for the Advisory
Committee Meetings and the Policy those meetings ultimately produced: the Department of
Information Technology, City Clerk, City Attorney, Police Department, Fire Department, and the
Office of Emergency Services. The City Attorney’s Office, the Port of Oakland and Budget
Office were consulted in the preparation of the DAC Policy and this report.

COST SUMMARY/IMPLICATIONS

This report has no direct fiscal impact. However, the adoption of some of the recommendations
could have a fiscal impact in that they would require staff support on an ongoing basis.

SUSTAINABLE OPPORTUNITIES

Economic: No economic opportunities are identified in this report.
Environmental: Na environmental opportunities are identified in this report.

Social Equity: The development and adoption of a privacy policy provides residents with an
indication that the City is responding appropriately to concerns about the Domain Awareness
Center’s impact on residents’ civil liberties and is establishing safeguards to prevent potential
abuse of the technology or the data collected by the DAC.
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For questions regarding this report, please contact Joe DeVries, Assistant to the City
Administrator, at (510) 238-3083.

Respectfully submitted,

Joe DeVrids,
Assistant to the City Administrator

Attachments:
A- Final Draft Privacy and Data Retention Policy for the DAC.
B- Resolution establishing the Domain Awareness Center Privacy and Data Retention Policy
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Introduced by Councilmember

RESOLUTION: 1) AFFIRMING THE RIGHT TO PRIVACY; 2) ESTABLISHING THE
CITY OF OAKLAND DOMAIN AWARENESS CENTER (DAC) PRIVACY AND DATA
RETENTION POLICY WHICH PRESCRIBES THE RULES FOR THE USE,
ACCESSING AND SHARING OF DAC DATA; ESTABLISHES OVERSIGHT,
AUDITING AND REPORTING REQUIREMENTS; AND IMPOSES PENALTIES FOR
VIOLATIONS; AND 3) AUTHORIZING THE DAC TO BECOME OPERATIONAL

WHEREAS, on March 4, 2014, the City Council passed Resolution No. 84869 C.M.S., which
restricted the use and application of Qakland’s Domain Awareness Center (DAC) to the
monitoring of Port of Oakland property and surrounding areas; required the development of a
Privacy and Data Retention Policy before the DAC Phase II could be made operational; and the
Council also approved an Ad Hoc Community Advisory Committee made up of City Council
appointees, charged with the development of this Policy; and

WHEREAS, the Ad Hoc Advisory Committee held several meetings in which representatives of
various City departments participated, the Advisory Committee has finalized their proposed
Privacy and Data Retention Policy through an open and accessible public process, which Policy
is attached to this Resolution; and

WHEREAS, the purpose of this Policy is to ensure that individuals’ rights to privacy, civil
liberties, and freedam of speech are protected by establishing rules for the collection, use,
retention, and sharing of DAC data; by erecting safeguards against the improper use, distribution,
and/or breach of DAC data and systems; and by requiring appropriate levels of oversight,
reporting and transparency; and

WHEREAS, upon Council’s adoption of a DAC Privacy and Data Retention Policy and the
completion of the DAC Phase Il process, the DAC will:be brought into operation enabling the
City to access situatianal awareness information so that the City is better equipped to make
timely and critical decisions on the best ways to prevent, prepare for, respond to, and recover
from emergencies and potentially catastrophic events; and

WHEREAS, this Policy applies to the City-Port DAC systems operated by the City of Oakland’s
Emergency Operattons Center in Oakland, California which are under the City’s control, and
does not apply to Port of Oakland monitoring and security systems operated by the Part and
which are within their jurisdiction and control; now therefore be it

RESOLVED: That the City of Oakland affirms an individual’s right to privacy as recognized in
the California and United States Constitutions; and be it

FURTHER RESOLVED: That the City Council hereby adopts the proposed DAC Privacy and
Data Retention Policy recommended by the Ad Hoc Community Advisory Committee, which is
attached, as the City of Oakland’s official DAC policy; and be it



FURTHER RESOLVED: That this Policy shall be implemented as prescribed and the City
Administrator shall adopt rules and regulations and take any other action necessary to implement

and administer this Policy.

IN COUNCIL, OAKLAND, CALIFORNIA,
PASSED BY THE FOLLOWING VOTE:

AYES - BROOKS, CAMPBELL WASHINGTON, GALLO, GUILLEN, KALB, KAPLAN, REID, and PRESIDENT
GIBSON MCELHANEY

NOES -
ABSENT -

ABSTENTION -
ATTEST

LaTonda Simmons
City Clerk and Clerk of the Council
of the City of Oakland, Californta
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{PROPOSED] CITY OF OAKLAND DOMAIN AWARENESS CENTER
(DAC) PRIVACY AND DATA RETENTION POLICY

BACKGROUND AND OVERVIEW

Port Domain Awareness Center (interchangeably referred to in this document as

Port Domain Awareness Center”, “Domain Awareness Center,” or “DAC”) was first proposed
to the City Council’s Public Safety Commitiee on June 18, 2009, in an information report
regarding the City of Oakland partnering with the Port of, @%kland to apply for Port Security
Grant funding under the American Recovery and Rem\f%t Act, 2009,

Under this grant pregranr, funding was available &é arltlm(‘@mam Awareness (MDA)
projects relative to “maritime” or “waterside” yise§¢'The Port and & ity were encouraged to

consider the development of a Jomt City-Pogt ngaln Awareness C%nten The joint DAC could
create a center that would bring together the e@nology, systems and pr@%‘esses that would
provide for an effective understanding of anythingassoct tég‘gwth the Clt%%ﬁ%Oakland
boundaries as well as the Oakland i i HS: ghétficould impact thé%ecurlty, safety,

& ¢tion on March 4% 2014 limited the

with all areas and h i%gs of 0n° inder, relatlm Et’o? é}acent '@:“@’r bordermg the sea, ocean, or
other navigable wate w&ys mcludlgg ail ﬁrs\ﬁr yponder and maritime related activities,
mfrastructure people ca er 0, 4 @i essels and ot%#r? conveyances that could impact the security,

env1r

3}{.‘9‘

The DAC is a@% {}%‘[ project be veen the Port and the City of Oakland. The DAC is physically
located within the Emergencycrations Center (EOC) and it can collect and monitor live
streams of v1deo§%%§ and/@ﬁiﬂata watehing for time-critical evems that require an
immediate response. Additignaltly, the DAC is the part of the EOC that stays alert between
emergencies and refers Pggzddjacent incidents to the EOC staff for the EOC activation
decision. While the rest of e EOC activates, the DAC can share relevant information to
incident participants until the EOC infrastructure takes over. Notwithstanding any other
provision to the contrary, this Policy applies only to the City-Port DAC systems operated by
the City of Oakland’s Emergency Operations Center in QOakland, California which are under
the City’s control, and does not apply to Port of Oakland monitoring and security systems
operated by the Port and which are outside the City’s jurisdiction or control.
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1I. MISSION OF THE DOMAIN AWARENESS CENTER

The mission ofithe DAC is to provide situational awareness information so that the City is better
equipped to make timely and critical decisions on the best ways to prevent, prepare for, respond

" to, and recover from emergencies and potentially catastrophic events.

IIT. POLICY PURPOSE

This policy’s purpose is to protect the Right to Privacy, civil liberties, and freedom of speech of
the general public as protected by the California and Federal Cgnstitutions, and erect safeguards
around any data captured and retained by the DAC, and to ﬁg(ﬁféﬁj@% against its improper use,
distribution and/or breach and in how it is used for law e@ﬁi%@ﬁaent investigations. This policy
shall be referred to as the DAC Privacy and Data RetepfiontPélicy (“Policy”). More specifically,
the principal intent of this Policy is to ensure the DAC adheres eicenstitutionality, especially the
1* and 4" amendments of the U.S. Constitution he Califomi;t_%gtitution. Also, this Policy
is designed to see that the DAC processes are ffansparent, presume people’s innocence, and

protects all people’s privacy and civil libertieggifi%

% ~dEe
3]

U whiégagﬁé’éludes all those7things that are

R

Privacy includes our right to keep a domain aroun
part of us, such as our body, home, ".ey, thought& eoli =’§és, associations, sfé‘?%ts and
identity. The right to privacy gives usith¢ ability to chooseiwhich parts in this domain can be
accessed by others, and to control thexﬁig%é t, manhgr and timﬁ?@i@f the use of those parts we
choose to disclose. The importance of piﬁ%%c can“bierill traté%‘%é&fgdividing privacy into three
K ?;@z@cy - our %;ity to kee lggépini%i% known only to those we
ecrecy, pgop%é%%%ggzéﬁﬁt d ”é‘@é@ffairs with whom they choose,
@;;}%éot wish te;converse. 2) Anonymity - Secrecy about who is
Y Autonomy - Ability to make our own life
Srecy or anonymity.

( topre ‘presumpli E{%@f privacy” which simply means that
individi s do not relinquif’hgst%&eir r %_to privacy when they leave private spaces and that as a
general rulgpeople do not expest or dé‘sgﬁ%or law enforcement to monitor, record, and/or
aggregate thé‘ﬁé@@tﬁjvities withdliffcause orés a consequence of participating in madern society.

R
R

Wi,
In adopting this Po &%;% is not

intent of the City Council to supersede or suspend the
functions, duties, and authori yeefithe City to manage and oversee the affairs of the City and to
protect public safety. Thisippliey is intended to affirm the rights of privacy and freedom of
expression, in conformanceWith and consistent with federal and state law. Nothing in this
policy shali be interpreted as relieving the City’s responsibility to comply with any and all labor
and union agreements, and to comply with all other City Council applicable policies.

IV. UPDATES TO THE POLICY AND TO DAC

A. City Council shall establish a permanent Privacy Policy Advisory Committee for the DAC.
The permanent Privacy Policy Advisory Committee shall have jurisdiction as determined
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by the City Council, including but not limited to reviewing and advising on any proposed
changes to this Policy or to the DAC.

B. No changes to this Policy shall occur without City Council approval. This Policy is developed as a
working document, and will be periodically updated to ensure the relevance of the Policy with the
ever changing field of technology. All changes proposed to the Policy or to the DAC must be
submitted to and reviewed and evaluated by the Permanent Privacy Policy Advisery Committee for
recommendation for submission to the City Council, and include an opportunity for public
meetings, a public comment period of no less than 30 days, and written agency response to these
comments. City Council approval shall not occur untii after the 30 day public comment period and

written agency response period has completed.
C. For any proposed ehanges for the Policy that occur prior t&@’the City Council establishing
the permanent Privacy Policy Advisory Committee, §§_ changes shall be in the purview of

the City Council. i)
P

kaﬁ»ﬁ :ﬂ
D. The City Council, through passed resolutian, 848\% on Mar¢ % ;‘ 2014, which provides in
: P

relevant part the following limitations on tg’%?’ PHomain Awarenessik

L

That the Domain Awareness center w1ll beé;lmplemented na port @n}y_approach and

shall hereafter be referred to as the “Port D%;‘mam Awaren
% % % 2

£
That the following items w1ll§b§1{ 1le \
Spotter in immediate areas outs; %‘%‘%O’;Zt%%%in Arezi,"” “’d (b) 40 City Traffic Cameras
identified on pages 9 and 10 of 1ty A@hfn%strator’ Supplemental Agenda Report,
v

dated February %Z@%@ﬂg}, and . - )
,,Qg “’%@

Ed 4] “_ =e
Fire Records Mana ement ‘Sy- tems (R.MfS ) and (b) any news feeds and alcrts except
those expressly hs@n@% ort yﬁ%dmlmstra{or s Supplemental Agenda Report, dated

b< at staff shall: (Ejdevelo s clear deﬁm
Di gﬁh%h (CAD) th;i‘}% %1 be inge dgghted mto the DAC, and (2) develop a protocol for the
use oﬁ*sugh CAD data“b}@;the DA C’ and

¢ G program beyond the Port area may only move forward upon
%ncil, and . ..

That City, as oppx o Port, Shot Spotter is specifically excluded from the Port-only
Domain Awareness Center program and may only be included in the future upon
approval by the Council, and . . .

That there will be no data or information sharing with any local, state, or federal
agency/entity without a written Memorandum of Understanding that has been approved
by Council, and . . .

That no new system capabilities can be added to the DAC without express City Council
approval, including, but not limited to technological functionalities such as facial
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recognition, other forms of analytics (like “gait analysis™, in which someone can be
identified based on the way they walk) or other capabilities that haven’t yet been invented
but are soon to come . . .

V. DEFINITIONS
As used in this Policy, the following terms are defined below:

“Allowable Use™ means the list of uses in Section VIII A. of this Policy for which the DAC
can be used.

“Analytics” means the discovery and understanding of meaningfirl patterns and trends in data

for well-informed decisions. Especially valuable in aré%&*»j%g@gh recorded information,
analytics relies on the simultaneous application oﬁgstgtiys%' %ics, comiputer programming and

,\'.

E “"w.'._-asis : .
“Bookmark” means a feature of video management systems that a]lows?i];),AC Staff to quickly
o i s

mark and annotate a moment for later review;%h;s;f ime stampled record is thé&bookmark.
: .'n “épj iy, . i . %\‘

“Compliance Officer” means the @%‘ fesignee who is responsible for

reviewing the quarterly reports prepa

audits to ensure the DAC Staff 1s abidiy

21

“DAC Data” means o/ dior informatigy,
DAC System, or ders%@ﬁ therefiem.

h:

.,

t@gg%g? ar cgltected or captured by the

:
Tl

“D%@ﬁg\’taff” means*tigiCity of@akland emiplgyiees who will be responsible for monitoring
the edi &

: vy . Y D, P . .
;gnent within thef28.C on‘aiday-to-day basis, including supervisors, and that have

cdzappropriate tra1 : priof“’%ﬁmteraetion with the DAC,
N . A

LR
oy 45

“DAC System*smigans access'dnd use of the following combined feeds and systems in one
application or fré’fii@ ork: Poéﬁecuriw Cameras (Phase 1), Port Intrusion Detection System
(IDS) (Phase 1), Pott w@q#%%%ﬁ%% 2), Port Vessel Tracking (Phase 2), Port Truck Management
(Phase 2), Police and %‘ﬁ%ﬁﬁb (Phase 2), WebEOC Notifications (Phase 2), Tsunami Alerts
(Phase 2), Police and Fire"Automatic Vehicle Location (Phase 2), NOAA Weather Alerts
(Phase 2), USGS Earthquake Information (Phase 2), City of Qakland Shot Spotter Audio
Sensor System (only those sensors that provide coverage to Port areas), and the physical
security information system, server, attached storage, and mobile devices. “DAC System”
does not refer to the use of ahy of these systems or feeds outside the DAC application or
framework,

“EOC” means: Oakland's Emergency Operations Center, a facility and service of the Oakland
Fire Department's Emergency Management Services Division (EMSD). The EMSD ensures
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"that the City of Oakland and community are at the highest level of readiness and able to
prevent, mitigate against, prepare for, respond to and recover from the effects of natural and
human-caused emergencies that threaten lives, property and the environment.” "EMSD also
supports the coordination of the response efforts of Oakland's Police, Fire and other first
responders in the City's state-of-the-art Emergency Operations Center to ensure maximum
results for responders, the ability to provide up-to-date public information and the ability to
provide the best resource management during a crisis. Additionally, EMSD coordinates with
the Operational Area and other partner agoncies to guarantee the seamless integration of
federal, state and private resources into local response and recovery operations, The EOC is a
secure facility with access limited to City employees with a need for access, contractors, and
security-cleared members of partner organizatians. The EQ ;’i?acdlty hosts the joint City-Port
DAC systems, data, and staff.” ‘

“Internal Privacy Officer” means the person who @‘yéé%%ees the“@iaa rto-ddy operations of the

DAC and who is charged with ensuring the DACE‘?S fatt are abldmggby this Policy on a day-to-

day basis. They check the logs, file reports, aj ‘iﬁﬁmake immediate d%cxsiggns that arise that do
@ th ‘:,

not allow time for a further review.

Ehh, L
"ITD" means the City of Oakland’éi;formation Te?;?-, 0l ﬁﬂﬁ%epartment 3"%&
“Major Emergency” means the exis e£®f3;560nd1t10n5§;;é‘§; saster or extreme peril to the safety
of persons and property within the te %@rlﬁfxlmuts of the fﬁ%&jgog Oakland or having a
significant adverse impagf within the temtonal Tinitsof the Po{tiof Oakland, caused by such
conditions as air poéuﬁ'gﬁ%ﬁr tA’,)glood storm epldem;?, drought,'sudden and severe energy
shortage, plant or afu 4] infestation or dlsease,@he‘ state € %govemor s warning of an earthquake
or volcanic predlcti*@nior an earﬂ%%uake or 0*1‘? ~rcond1t10ns “which are likely to be beyond the
control of the serv1ce§\r onnelie Cquipment, and, facilities of the City of Oakland and require
the comh1n g}g{@) ces of othe 3 . bdms:ong;éj,o combat, or with respect to regulated
ESHASY dden anldise vere energyishortdgeirequires extraordinary measures beyond

Tyn.

the aggli%’rity vested injth A)Califggggna Public Wtilities Commission.

§ N e
“Need Toenow” means evemif one\has»xall the necessary official approvals (such as a security

clearance) é’?ai%a%’ccess the DA@%%YSEH] Otie shall not be given access to the system or DAC Data
unless one has a\ég,peciﬁc needitiaccess the system or data in order to conduct one's official
duties in connectiey i%\th onejof the Allowable Uses in Section VIII A. of this Policy.
Furthermore, the “néed® ¢ established prior to access being granted by the designated
City official or thelr de§1 Hee’and shall be recorded in accordance with Internal Record
Keeping and Auditing requxrements under Section IX.

“Personally Identiftable Information™ {called PII) means any data or information that alone or
together with other information can he tied to an individual with reasonable certainty. This
includes, but is not limited to one’s , name, social security number, physical description, home
address, telephone number, other telephone identifiers, education, financial matters, medical
history, employment history, photographs of faces, whereabouts, distinguishing marks, license
plates, cellphone meta-data, internet connection meta-data.
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“Protected Activity” means all rights including without limttation: speech, associations,
conduct, and privacy rights including but not limited to expression, advocacy, association, or
participation ih expressive conduct to further any polltical or social opinion or religious beliel
as protected by the United States Constitution and/or the California Constitution and/or
applicable statutes and regulations. The First Amendment does not permit government “to
forbid or proseribe advocacy of the use of force or of law violation except where such
advocacy is directed to inciting or producing imminent lawless action and is likely 1o incite or
produce such action.” White v. Lee (9th Cir. 2000) 227 F.3d 1214, 1227, Brandenburg v Ohio
(1969) 395 U.S. 444, 447,

5 .
‘ #eople v Rubin (1979) 96
C.A.3d 968. Defendant Rubin, a national director6f ﬁie Jewish Defense Leaghe, held a
press conference in California to protest a planné%%w emonstration by the American Nazi
Party to take place in Illinois in five weeks. Wgﬁg h}g%e%narks Rubin stated: “We are
offering five hundred dollars . . . to any méh ,_er of the commt&mty . who kills, maims,
or seriously i mjurcs a member of the An”ﬁ%ncan Nazi Party. . . “This is not said in jest, we
are deadly serious.” Rubm was charged B '? der. ‘The appeals court
mminent and likely to
Gt 978-979. i

Example of speech not protected by 1** Amendmen

ds werg £§§ufﬁcmnﬂy ii

- .gfd

Gy, R, ."Qf . :
AGhe vxfb- d&mfuse indugfion into the armed forces and “if
Yesfirst manzi??“”glnt in mydgights is L.B.J.” and was

A tﬁggatem@he president.” The Court,

sus by
activit % terprise. Re
Furthermére;.a suspect’s a or peregiyved race, national origin, color, creed, age, allenage or
citizenship st?fus gender, ngﬁl 'ornaﬁlon disabihity, or housing status, shall not be
considered as a}f%a@tor that cre%:"fes suspicion, and may only be used as identifying information
in the description Q:% :Q\x,?“mm,.;sSPeCt

The “Right to Privacy™: sx%gg@gmzed by the California Constitution as foltows:

All people are by nature free and independent aid have inalienable rights. Among these are
enjoying and defending life and liberty, acquiring, possessing, and protecting property, and
pursuing and obtaining safety, happiness, and privacy. Cal. Const. Art. 1, Section 1.

VI. ACCESS TO THE DAC SYSTEM / EQUIPMENT

Day to Day Qperations
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~

The DAC computer and network equipment is maintained by the City’s DAC Operations
Group.

Only DAC Staff will be used to monitor DAC Data. All employees who are assigned to
monitor the DAC Data will be required to undergo security background checks at the local
level as well as security clearances at state and/or federal levels and will be required to sign
binding Non-Disclosure Agreements to ensure data and information security.

Training

Training by the Internal Privacy Officer is reqtiired prlg&

All DAC Staff who are assigned to monitor the DA(;@ 4" Wi llhbe reqmred to participate in
specific training around constltutlonal rlghts protecu@ns and a%)ropnate uses of the DAC

%&

"@Q%;;}III«;Q : .'1th EOC activation,
_ tion VIJ, Clty %kland Agency Dlre%’fors and/or
their designees in the Emergency O zﬁ%ﬁs\Center (E@@s)%and outside governmental agencies
and nen-governmental agencies’ sta @ _W:K' ith the zflil‘@%ble Use (such as the Red Cross)
that would report to EOC may have lirﬁ@%«Q ac the live d%ta produced by the DAC
System only on a NeedbEo e is and _fg%l_l‘ect ccgrrelatmn between the
Allowable Use and)SY’C ope \@‘ e

‘m

Support and Repairs
5 Aets

2 g 2 i
ITD staf & Alfd*Ver e' that 1 ed th ﬁ%?:tvemﬁ as@ell as other maintenance providers will
havesdeeess to the syst ?@om Qnents but v’?ﬁ]ﬁbé}zprohxbﬂed from access to DAC data. Various
mani‘%gg%%ers and ven%&gg are hitee %}0 prov1de additional support services. Any system and
nctworkT%%gel access by th s‘ég%yendor%mre both a background check and ITD employee
presence. T' system level acgess is maiktained by ITD staff, however the Applications level
access, as far asighd-users areyg®ncerned, is maintained by the DAC Staff.

Funding Auditing Purposés
R :%;g&,

Federal, State, or Local funding auditors may have access to only equipment, hardware, and
software solely for audit purposes and must abide by the requirements of this Policy.

VII. ACCESS TO INFORMATION AND DATA OBTAINED THROUGH DAC

A. Access: Access to DAC Data shall be limited exclusively to City and Port employees with a
Need To Know. Other than DAC Staff, any sworn or non-sworn personnel without a direct
role in investigating or responding to an incident will not be permitted access to DAC Data.
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B. Data Sharing: If the DAC Data that is being requested is from an outside feeder source, the
law enforcement agency seeking such information must go to the original source of the
information to request the data, video or information unless the City is required by law to
provide such information directly to the requestor. In order for DAC Staff to provide DAC
Data to non-City of Oakland agencies there must be a warrant based upon probable cause,
court order, or a written Memorandum of Understanding (MOU) or Contract approved by the
City Council after enactment of this Policy. Any legislation authorizing such MOU or
Contract must clearly state whether the MOU or Contract will allow for DAC Data to be
shared with another agency. Furthermore, any such MQU or:Contract must provide in the
title of such document that it authonzes the sharing of DA@ﬂd ata with another agency.

C. Retention: The DAC shall not record any data exce} arks of Allowable Uses as

defined in Section VIII. S A
VIII. ALLOWABLE USE
¢ _,);:;ﬁ_\*[the DAC s
Active Shooter

Aircraft Accident or Fire"
Barricaded Subject £

gﬂon Ovétboard
“fl;efr,mmaljﬁ Warehouse Intruder

Bomb/Explosion ] .
Bomb Threat Radlatlon/Nucledr Event Detected
Burglary _Severe Storm

Cargo Traip?) 1ip Accident or Fire

Chemicalfor o xS*hlp Intruder/Breach
Contamﬁ%’\f eft &2 Supply Chain Disruption
Earthquake:» Street Racing/Side Show

Takeover of a vehicle or vessel (transit jack)

Fire Telecommunications/Radio Failure
F!oodmg—Water TWIC Access Control Violation
HAZMAT Inmdenﬁ‘ Tsunami Warning

Technical Rescue
Unauthorized Person in Secure Zone
Unmanned Aerial Vehicle in Port airspace

Hostage Situation
Major Emergency
Marine Terminal Fence Liné”

Mass Casualty Incident Vehicle Accident requiring emergency
Major Acts of Violence (likely to cause medical attention

great bodily injury) Wildfire -3 Alarm or greater

Medical Emergency

Missing or Abducted Person
Pandemic Disease
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B. The DAC shall also not be used to infringe, monitor, or intrude upon Protected Activity
except where all of the following conditions are met:

1) There is a Reasonable Suspicion of criminal wrongdoing; and
2) DAC Staff articulates the facts and circumstances surrounding the use and basis for
Reasonable Suspicion in a written statement filed with the Internal Privacy Officer no

later than 8 hours after activation of the DAC System.

IX. AUDITS AND REPORTING METRICS

It is recommended that a City official or designeg’ Vacy Officer. Suchan
official shall oversee the day-to-day operations od?"’he DAC ang will be chaéed with ensuring
the DAC staff is abiding by this pollcy on a day- tO“ﬂaqu?baSl ~_}\;:I*h:n‘ther such ofg%%gl shall check
the logs, file reports, and make 1mm‘e§z‘gte decisions tﬁ‘a’t@éﬁ;’gse that do not allow time for a further
review and shall be responsible for pep adig the Intern?i} ordkeeping and Audits and

%Il&@ A

RIS
ﬁ\.:¥

Q,A. b
X
‘% 9%

mneratedg«re ords in Hhits,section for a period of two years to support

comphanﬂg‘e,wlﬂ%&thlswl’ohcy an[a;@@ %@}Egpend%%m third party auditors to readily search and

understaid he DAE I | dAC Datas Th &ge c¢ords shall include the following;

T

) & \bookmarks and DAC Data, including how the data is to
peled or I%desxed

cee
for authonzmé‘isuch access;
3. Auditing mechanl?;ms that aek and record how the DAC System and DAC Data are viewed,
accessed, shared, an@ s?zis odlﬁed bookmarked, deleted, or retained. For each such action,
the logs shall include Hin tamps the person who performed such action, and a justification
for it (e.g., specific authorized use).

External Audits/Public Safety Effectiveness

Quarterly and as needed audits of the DAC System will be conducted and made publicly
available to the extent the release of such information is not prohibited by law, by the
Compliance Officer to ensure compliance with this Policy. The audit shall include the following
information and describe any corrective action taken or needed:
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1. Purpose Specification: General statistical breakdown of how the DAC System was used
including:
a. Listing and number of incident records by incident category
b. Average time to close an incident record
¢. Number of incidents actionable by DAC Staff vs. number of incidents non-actionable
and/or false alarms.
2. Public Safety Effectiveness: Summary and general information and evaluvations about
whether the DAC has accomplished its stated purpose, including:
a. Crime statistics for geographic areas where the DAC was used;
b. The number of times the DAC was used to bookmatk: or retain data for potential
criminal investigations; s :
The number of times DAC Data was shared forjpetential criminal investigations;
Lives saved; 2
Persons assisted;
Property saved or preserved; L
g, Wildlife/Natural Habitat saved or a,,’s%”"’\s’"fé' )
3. Data Sharing: How many times DAC Data‘awas shared with non-Ci
) a. The type of data disclosed; i ﬁ;&ﬁ
b. Justification for disclosurg @e g., warranf‘% %
c. The recipient of the data,?%‘i%; = -
d. Date and time of dlsclosurﬁé%%ﬁ%% e ~
e. Obligations imposed on the'te r%q;plen efsshared mf@xzmatlon
4. Data Minimization: Descnbe whethégﬁ nd howe "eaDAC Sysfem was used in a manner not
allowed under Secu@ &ﬁ&of this Polcy Descﬁ‘!%‘ \'?vtbether ané how the DAC Data was
accessed in v1ola€1 it wikesthe ¢ conseqpucnces of such misuse?

xz‘gw*&?
iuetlmes DA@ Staff cemﬁed use of the

Ao

ntities and:

Protected Ac‘mnty E
certificat [o] e

1es ulptldvﬁﬁ%f the number and nature of complaints
%amd the reS@l.uuon of each. '
7. Requests for Change%\{\é%ummawﬁof all requests made to the City Council for approval of
the acqufsg%on of add1t10n”*31 equipt ‘;:1; software, data, or personnel services including
whether the; @ny approvedﬁer%e]ected ‘the proposal and/or required changes to this Policy

Data Retentions) escnbe

&

e e her data was retained in violation of this Policy.

9. System Access nght @& it# Verification that individual user assigned access rights match
access r1ghts policy for ”"% s designated staff role.

10. Public Access: Stat1st1 and information about public records requests received, including
response rates.

11. Cost: Total annual cost of the surveillance technology, including ongoing costs, maintenance
costs, and personnel costs.

Independent Audits

The City Council shall provide for annual independent third party audits of DAC performance
and security. The auditor shall have full access to Internal Recordkeeping, the DAC System, and
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the DAC Data. The results of the independent audit shall be made publicly available online to the
extent the release of such information is not prohibited by law.

Annual Report

The Compliance Officer shall prepare and present an Annual Report that summarizes and
includes the results of Internal Recordkeeping and Auditing, External Audits, and
Independent Audits to the extent the release of such information is not prohibited by law, and
present it to the City Council at a public mecting in January of each year, or at the next closest
regularly scheduled council meeting. The City Council should use the Report and the
information it’s based on to publically reassess whether the DA ﬁbeneﬁts outweigh the fiscal
and civil liberties costs. :

X. RECORDS MANAGEMENT

The DAC Staff will be the custodian of recordse i esp0n51ble for retentmt%@as noted in Section
VI1I), access to information, and responding to requeg\s ts for infi rmanon und%Caleomla s Public
Records Act. ~ @.%

DI dib law all protocols, public
%%’t&g #DAC %ﬁtaa%and any sharing agreement,

uncil passing legislation providing for a criminal penalty
consequence of a violation of this policy, the following
provisions may apply. These pmwsmns are noted by asterisks to indicate that they require
further Council action to take effect

Criminal Penalty*
Any Person found guilty of knowingly or willfully violating any section or provision of this
Policy shall be guilty of a misdemeanor and punishable upon conviction by a fine of not more

than $1,000 or by imprisonment not to exceed six months, or both fine and imprisonment. This
Policy defines any violation of this Policy as an injury to any person affected by such violation.
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Private Right of Action*

There is a strong, definitive relationship between PII and the individual in that P11 belongs to the
individual (is considered their property) and is his/hers to disclose or to keep private to himself.

Any Person who knowingly or willfully violates any section or provision of this Policy,
including without limitation the dissemination of PII, shall be subject to a private right of action
for damages or equitable relief, to be brought by any other person claiming that a violation has
injured his or her business, person, or reputation including mental pain and suffering they have
endured. A person so injured shall be entitled to actual and punitive damages, a reasonable
attorney's fee and other costs of litigation, in addition to an ’”her Telief allowed under Califorma
law. This Policy defines any violatlon of this Policy as angl_glfur,\y to any person affected by such
violation. :

XIII. SEVERABILITY.

Ji ly court of o6 ) ﬁétent JU.I']SdlCthI’! su%h decision shall
not affect the validity of the remamm ions of the po‘]‘fg 2
that it would have adopted this policy a%t each "Otlon subsegton
irrespective of the fact that one or more othe sﬁﬁ ns%subsectlons
declared invalid or unceﬁ%‘tm .

clause or phrase thereof
clauses or phrases may be
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